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Introduction

The SPLK-2002 Splunk Enterprise Certified Architect certification is intended to validate advanced expertise in
designing, planning, and managing enterprise-scale Splunk environments. It represents the ability to align
technical architecture with organizational data requirements, ensuring scalability, resilience, and operational
efficiency. In modern IT ecosystems, this certification is relevant for professionals responsible for building and
maintaining robust data platforms that support monitoring, analytics, and business intelligence.

About This Training / Certification

This certification evaluates advanced architectural competencies in Splunk Enterprise, including infrastructure
planning, clustering strategies, deployment design, and system optimization. It is positioned at an advanced level
and assumes strong prior experience with Splunk administration and distributed environments. Within a broader
learning journey, it represents a progression from implementation-focused roles to architecture-driven
responsibilities, where design decisions, scalability considerations, and long-term maintainability become central.

What We Offer (AAAdemy)

AAAdemy provides structured training resources designed to support certification preparation and skill
development across a wide range of IT domains. Our learning materials are built around clear knowledge
structures, practical study guidance, and exam-oriented practice to help learners progress with confidence.

We offer well-organized knowledge explanations that break down complex topics into clear, understandable
sections aligned with official exam objectives and real-world skill requirements. Each topic is designed to support
both conceptual understanding and practical application.

Our study plans and learning guidance help learners follow a logical progression, focusing on key concepts,
common pitfalls, and effective preparation strategies. This approach enables learners to study efficiently while
maintaining a clear view of their learning goals.

To reinforce understanding, AAAdemy also provides practice questions and exam-focused insights that reflect
typical certification scenarios. These resources are intended to help learners evaluate their readiness and
strengthen their confidence before taking an exam.

All content is designed for flexible, self-paced learning, allowing individuals to study independently or alongside
their existing professional or academic commitments.
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Knowledge Overview

Area: Introduction
This area focuses on understanding the role and responsibilities of a Splunk architect, including architectural
thinking and aligning Splunk capabilities with organizational objectives.

Area: Project Requirements
This area covers the identification and analysis of business and technical requirements, including data sources,
use cases, constraints, and compliance considerations that influence architectural decisions.

Area: Infrastructure Planning: Index Design
This area focuses on designing index strategies, including how data is organized, stored, and retained to support
performance, scalability, and efficient data access.

Area: Infrastructure Planning: Resource Planning
This area addresses planning for compute, storage, and network resources required to support Splunk
workloads, ensuring scalability and performance alignment with expected data volumes.

Area: Clustering Overview
This area introduces clustering concepts, including high availability, fault tolerance, and the role of clustering in
distributed Splunk architectures.

Area: Forwarder and Deployment Best Practices
This area focuses on best practices for data forwarding and deployment strategies, ensuring reliable data
ingestion and consistent configuration management across environments.

Area: Performance Monitoring and Tuning
This area covers monitoring system performance, identifying bottlenecks, and applying tuning strategies to
improve indexing and search efficiency.

Area: Splunk Troubleshooting Methods and Tools
This area emphasizes structured troubleshooting approaches, including the use of diagnostic tools and
systematic analysis to resolve issues effectively.

Area: Clarifying the Problem
This area focuses on accurately defining and isolating issues before applying solutions, ensuring efficient and
effective troubleshooting processes.

Area: Licensing and Crash Problems
This area addresses issues related to licensing limits and system stability, including identifying causes of
crashes and managing license compliance.

Area: Configuration Problems
This area covers identifying and resolving issues caused by incorrect or inconsistent configurations across
Splunk components.
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Area: Search Problems

This area focuses on diagnosing and resolving issues related to search performance, accuracy, and execution
within Splunk.

Area: Deployment Problems
This area addresses challenges encountered in distributed deployments, including configuration distribution and
communication issues.

Area: Large-scale Splunk Deployment Overview
This area focuses on architectural considerations for large-scale environments, including scalability, complexity
management, and long-term maintainability.

Area: Single-site Indexer Cluster
This area covers the design and operation of indexer clusters within a single site, including data replication and
cluster coordination.

Area: Multisite Indexer Cluster
This area focuses on clustering across multiple sites, including data availability, replication strategies, and
disaster recovery considerations.

Area: Indexer Cluster Management and Administration
This area addresses the operational management of indexer clusters, including maintaining cluster health and
ensuring configuration consistency.

Area: Search Head Cluster
This area covers the design and function of search head clusters, including distributed search coordination and
user access handling.

Area: Search Head Cluster Management and Administration
This area focuses on managing search head clusters, including synchronization, monitoring, and administrative
control.

Area: KV Store Collection and Lookup Management
This area covers the use and management of KV Store collections and lookup mechanisms for data enrichment
and application support within Splunk.

Detailed Knowledge Explanation

Splunk serves as a critical strategic platform for organizations seeking to transform vast quantities of raw
machine data into actionable operational intelligence. By capturing the digital traces left by every system
interaction, Splunk provides a lens through which enterprises can achieve comprehensive visibility. In modern
enterprise environments, a distributed architecture is not merely an option but a technical necessity to ensure that
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data ingestion, processing, and visualization can scale alongside the increasing complexity of digital
infrastructures.

SPLK-2002 Introduction

The fundamental value of a distributed Splunk environment lies in its ability to separate discrete workloads,
ensuring that the heavy lifting of data ingestion does not impede the speed of user analytics. A robust
foundational architecture is the necessary precursor to implementing the high-availability configurations required
for enterprise-grade stability.

1. Introduction to Splunk Enterprise

Splunk is defined as a software platform designed to collect, search, analyze, and visualize machine data, which
encompasses log files, system events, and performance metrics generated by computers and software. The
strategic "So What?" of the platform is its ability to automate the analysis of digital traces. By centralizing
disparate logs into a searchable interface, organizations can drastically improve their security posture and
troubleshooting efficiency. Automating this process removes the manual burden of log review, allowing teams to
identify application crashes or potential security breaches in real-time, which is essential for maintaining modern
uptime requirements.

2. Understanding Splunk’s Distributed Architecture

To handle large volumes of data smoothly, Splunk utilizes a distributed architecture comprised of specialized
roles that collaborate to process data from source to visualization.

2.1 Forwarders

Forwarders act as the primary data collection agents. Using a mail carrier analogy, forwarders pick up data
"letters" from source servers and deliver them to the "post office" or indexers. Universal Forwarders (UFs) are
lightweight agents with a minimal resource footprint, making them the standard choice for production systems.
Heavy Forwarders (HFs) are full Splunk instances capable of parsing and filtering data before it is sent.
Strategically, using forwarders ensures that the source system's performance is protected while providing a
reliable delivery mechanism to the indexing tier.

2.2 Indexers

Indexers function as the storage and processing hub of the architecture. When they receive data from forwarders,
they break it into chunks, tag it with metadata, and store it for future retrieval. Beyond storage, indexers are
responsible for responding to search queries. The architectural consequence of indexer performance is
significant; a poorly tuned indexing tier results in high search latency, directly impacting the organization's ability
to respond to operational incidents.

2.3 Search Heads

The Search Head serves as the user interface of the Splunk ecosystem, providing the tools for users to write
searches, create dashboards, and set alerts. It does not store raw data itself; instead, it acts like a search bar that
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fetches results from the indexing tier. The search head’s efficiency is entirely dependent on its ability to
communicate with and retrieve data from the indexers, acting as the orchestration layer for distributed search.

3. More Core Components of Splunk Architecture

Managing a distributed Splunk environment requires specialized management components to ensure
consistency, licensing compliance, and high availability.

3.1 Deployment Server

The Deployment Server (DS) is a centralized management tool used to push configurations and apps to a large
number of forwarders. By grouping forwarders into server classes based on attributes like operating system or
location, an administrator can manage thousands of endpoints from a single interface. This acts as a remote
control for the environment, ensuring that all forwarders are monitoring the correct logs without requiring manual,
error-prone updates on individual servers.

3.2 License Master

The License Master monitors daily indexing volume to ensure the environment stays within its purchased limits.
Because Splunk’s licensing is based on daily ingestion, exceeding these limits can lead to disabled search
functionality. Strategically, Splunk allows license stacking, which is critical for capacity planning. Stacking allows
multiple license files to be combined, providing a modular way for business units to contribute to total daily
capacity and allowing the architecture to scale its ingestion limits as the organization grows.

3.3 Cluster Master

The Cluster Master, officially renamed the Manager Node in Splunk 8.0+, is the supervisor for indexer clusters. It
does not store data but coordinates replication between indexer peers to ensure data health. The strategic
importance of the Manager Node cannot be overstated; it triggers bucket repairs and rebalance operations,
ensuring that a single indexer failure does not lead to unrecoverable data silos or loss of searchability.

3.4 Search Head Cluster Deployer

In environments with a Search Head Cluster, the Deployer acts as the central IT administrator. Its primary role is
to push apps and configuration updates to all members of the cluster. This ensures configuration consistency
across search head cluster members, preventing "configuration drift" where different users might see different
versions of a dashboard or report depending on which search head they access.

4. Role of a Splunk Architect

A Splunk Architect is a technical leader responsible for the end-to-end design, implementation, and maintenance
of the Splunk ecosystem. This role bridges the gap between high-level business goals and granular technical
implementation. Key responsibilities include infrastructure planning, such as determining node counts and
hardware specifications, and cluster design for high availability. Architects must also plan for disaster recovery
and enforce security through role-based access control (RBAC) and encrypted data transmission, ensuring the
platform remains both resilient and compliant.
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5. Monitoring Console (MC) — Role in Splunk Architecture

The Monitoring Console serves as the central hub for observing component collaboration and system health. It
provides a centralized dashboard to track the health of all roles, from indexing queue lengths to search
concurrency. By providing real-time visibility into resource bottlenecks and system metrics, the MC allows
architects to proactively identify when the system is nearing capacity, enabling them to scale resources before a
system impact occurs.

6. SmartStore — Brief Mention in Intro for Context

SmartStore is a modern storage model that provides strategic value by decoupling compute (indexers) from
storage. It allows hot and warm data to stay local on indexers for fast access while offloading cold data to remote
object storage like Amazon S3. This decoupling is a major business driver, as it allows for petabyte-scale data
retention without the linear hardware cost growth typically associated with adding traditional indexers for storage
expansion.

7. High-Level Component Interaction

The interaction within a Splunk environment follows a clear data flow path: data originates at the Universal
Forwarder, is processed and stored by the Indexer, and is finally retrieved and visualized by the Search Head.
Supporting this core path are management roles: the License Master tracks usage, the Manager Node oversees
indexer replication, the SHC Deployer maintains search head consistency, and the Deployment Server manages
the fleet of forwarders.

Establishing this foundational architecture is a prerequisite for moving into specific high-availability configurations,
which ensure that the system remains operational even during hardware or network failures.

8. Introduction Practice Question

Q1: Which of the following Splunk components is primarily responsible for receiving data from forwarders,
indexing it, and responding to search queries?

A. Indexer

B. Deployment Server

C. Search Head

D. Cluster Master

Q2: What is the role of the Universal Forwarder (UF) in a Splunk deployment?
A. It acts as a centralized configuration manager.

B. It performs data indexing and storage.

C. It provides the user interface for search and reporting.

D. It collects data and forwards it to an indexer.

Q3: Which component in a Splunk deployment is responsible for managing indexing volume and ensuring license
limits are not exceeded?

A. Search Head

B. Forwarder
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C. License Master
D. Cluster Master

Q4: In the context of Splunk architecture, what is the primary role of the Search Head?
A. To parse incoming data before indexing

B. To handle search requests and render results

C. To manage license compliance

D. To store indexed data

Q5: What is the main function of the Deployment Server in a Splunk architecture?
A. To push configurations to forwarders

B. To perform searches and dashboard rendering

C. To manage search head clustering

D. To monitor indexing license usage

Q6: Which of the following is true about a Heavy Forwarder (HF) in Splunk?
A. It cannot be managed by the Deployment Server.

B. It can parse and filter data before sending to the indexer.

C. ltis primarily used to manage search head clusters.

D. It can only forward raw data without parsing.

Q7: Which component is used in a clustered indexer environment to manage data replication and ensure data
availability?

A. Deployment Server

B. Search Head

C. License Master

D. Cluster Master

Q8: What is the purpose of the Search Head Cluster Deployer in a Splunk environment?
A. To deploy data to indexers

B. To manage license compliance

C. To synchronize configurations across clustered search heads

D. To manage indexing load across indexers

Q9: Which of the following statements best describes the role of a Splunk Architect?
A. Designs and oversees the entire Splunk deployment architecture

B. Primarily monitors network firewalls and security rules

C. Focuses only on data parsing and ingestion

D. Manages user roles and dashboard creation

Q10: What could happen if your Splunk deployment consistently exceeds its daily licensed indexing volume?
A. All forwarders are automatically disabled

B. Searches may be disabled until usage is compliant

C. Splunk automatically purges excess indexed data

D. The Deployment Server stops pushing configurations
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SPLK-2002 Clustering Overview

Clustering is the cornerstone of fault tolerance and high availability in production Splunk environments. By
ensuring that no single component failure can disrupt data ingestion or user access, clustering provides the
reliability required for enterprise-scale operations.

1. Clustering Overview

Splunk utilizes two primary types of clustering: Indexer Clustering and Search Head Clustering. Indexer clustering
ensures data availability and recovery, while Search Head clustering ensures that the user interface and search
scheduling remain operational. Together, these configurations allow the system to scale horizontally to meet
increasing data and user demands while maintaining continuous uptime.

2. Indexer Clustering

Indexer clustering is designed to replicate indexed data across multiple peer nodes to provide disaster recovery
and high availability.

2.1 What Is Indexer Clustering?

The primary purpose of indexer clustering is the replication of indexed data for disaster recovery. By maintaining
multiple copies of data, the system ensures that if an indexer becomes unavailable, the data remains accessible
from another node, thereby preventing data loss and ensuring that search results remain complete during
maintenance or failures.

2.2 Primary Components

The Manager Node coordinates the cluster, monitoring health and enforcing policies. Peer Nodes are the
indexers that store primary and replicated data. Two critical settings govern availability: the Replication Factor
(RF), which is the total number of data copies in the cluster, and the Search Factor (SF), which is the number of
copies that are immediately searchable. Higher SF and RF settings directly improve data availability but require a
commensurate increase in storage hardware.

2.3 Cluster Types

Single-site clusters house all nodes in one data center, protecting against node failure but not site-wide disasters.
Multisite clusters distribute nodes across different geographic locations. The strategic impact of multisite
clustering is geographic redundancy, which allows for continued operations even if an entire data center loses
power or connectivity.

2.4 Site Replication Policies in Multisite Indexer Clusters

Multisite clusters use "origin" and "total" parameters to balance local performance with cross-site resiliency. For
example, a policy of "origin:2" ensures two copies stay in the originating data center for fast local searches, while
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"total:3" ensures at least one additional copy is sent to a remote site for disaster recovery. This prevents the need
for cross-site network traffic during standard search operations while maintaining a safety net for site failure.

2.5 Cluster Master Renamed to Manager Node

In Splunk 8.0 and later, the Cluster Master was renamed to the Manager Node. These terms are functionally
identical, and both may appear in legacy documentation or exams. The Manager Node's function is to oversee
peer node coordination and trigger bucket repair and fix-ups if a peer node goes offline, ensuring the cluster
returns to its mandated SF and RF levels as quickly as possible.

3. Search Head Clustering

Search Head Clustering focuses on the availability of the user tier, allowing multiple search heads to coordinate
search jobs and configurations.

3.1 What Is Search Head Clustering?

Search head clustering involves grouping multiple search heads to work as a single unit. This configuration
ensures that if one search head fails, users can log into another and find their dashboards and alerts intact. It
distributes the search load and provides high availability for the user tier.

3.2 Key Features

The cluster relies on configuration synchronization, where changes like field extractions or new dashboards are
automatically replicated across all members. The Deployer is used to push these configurations and apps,
ensuring that every member of the cluster remains synchronized and functional without manual intervention on
each node.

3.3 Search Head Cluster Captain

One member of the cluster is dynamically elected as the Captain. The Captain is responsible for orchestrating
search job scheduling across members and maintaining the cluster’s health state. A healthy election requires a
quorum, meaning a majority of members must be available. To ensure fault tolerance during an election, a
minimum of three search head cluster members is an architectural best practice.

4. Benefits of Clustering

Clustering provides several critical advantages, including automatic failover, where nodes take over tasks from
failed peers without user intervention. It centralizes management via the Manager Node and Deployer and
provides robust fault tolerance. These benefits eliminate single points of failure, ensuring that Splunk remains a
reliable source of truth during critical outages.

5. Key CLI Commands for Clustering Administration

Administrators must be familiar with CLI commands for initialization and status checks. Commands such as
splunk init-config for initializing cluster nodes and splunk show cluster-status are essential for
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validating cluster health. These tools are critical during maintenance windows to ensure that replication and
search factors are fully met before making additional changes.

The stability of clustered environments ensures that the organization can confidently deploy data collection
agents to thousands of endpoints.

6. Clustering Overview Practice Question

Q1: What is the main purpose of Indexer Clustering in Splunk?
A. To replicate indexed data across indexers for high availability
B. To manage data model acceleration jobs

C. To replicate dashboard configurations across Search Heads
D. To balance license usage across distributed environments

Q2: Which Splunk component in an indexer cluster coordinates replication and monitors peer health?
A. Peer Node

B. Deployment Server

C. License Master

D. Cluster Master (Manager Node)

Q3: If the Replication Factor (RF) is set to 3, how many total copies of data will be stored across the indexer
cluster?
A1

B.3
C.6
D.2

Q4: What does the Search Factor (SF) control in Indexer Clustering?
A. The number of concurrent searches allowed

B. The number of Search Heads in a cluster

C. The number of searchable copies of data maintained

D. The number of forwarders per indexer

Q5: Which of the following describes a Multisite Indexer Cluster?
A. All peer nodes are deployed on a single host

B. Indexers are distributed across multiple geographic sites

C. All peers are read-only and managed by the deployer

D. Search jobs are only run on frozen buckets

Q6: Which component is required to push apps and configurations to all members of a Search Head Cluster?
A. Deployer

B. Cluster Master

C. License Master

D. Deployment Server

Q7: In a Search Head Cluster, what is replicated across members to maintain consistency?
A. Raw indexed data
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B. License usage data

C. Saved searches, alerts, and knowledge objects
D. Internal metrics logs

Q8: What is the benefit of setting a higher Replication Factor in an indexer cluster?
A. Improved CPU efficiency

B. Reduced license usage

C. Faster parsing of universal forwarder data

D. Greater fault tolerance through additional data copies

Q9: What is one key difference between Indexer Clustering and Search Head Clustering?

A. Only Search Head Clustering supports multisite architecture

B. Indexer Clustering replicates data; Search Head Clustering replicates configurations and knowledge objects
C. Indexer Clustering uses deployer; Search Head Clustering uses cluster master

D. Both require heavy forwarders to function

Q10: What is a core benefit of Search Head Clustering in a large-scale Splunk deployment?
A. High availability and load-balanced search execution

B. Centralized license management

C. Better support for frozen data archival

D. Elimination of the need for indexers

SPLK-2002 Forwarder and Deployment Best Practices

Forwarders are the primary interface between source systems and the Splunk indexing tier. Their configuration is
the first step in ensuring a high-performance and secure data pipeline.

1. Types of Forwarders
Splunk provides two primary agents, each optimized for different data collection needs.
1.1 Universal Forwarder (UF)

The Universal Forwarder is a lightweight agent designed solely for data transport. It lacks a GUI and has a
minimal resource footprint, making it the preferred choice for production systems. It does not parse data,
meaning its impact on the source server's CPU and memory is negligible, which is critical for scalability in
large-scale deployments.

1.2 Heavy Forwarder (HF)

The Heavy Forwarder is a full Splunk Enterprise instance. It can parse, filter, and route data before forwarding it
to indexers. While its resource footprint is significantly larger than a UF, this footprint is justified when data
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manipulation is required at the source, such as masking sensitive information or routing specific logs to different
indexers.

2. Best Practices for Forwarder Deployment
Successful forwarder deployment relies on several architectural guidelines to ensure system efficiency.
2.1 Use Universal Forwarders by Default

Architects should use UFs by default for nearly all data collection tasks. Their lightweight nature allows them to
scale to thousands of endpoints with minimal maintenance and resource conservation on critical production
infrastructure.

2.2 Avoid Indexing on Heavy Forwarders Unless Necessary

Indexing on an HF should generally be avoided because it consumes license volume and carries the risk of
duplicate indexing if misconfigured. HFs should be utilized strictly for their parsing and routing capabilities.

2.3 Secure Data Transmission with SSL/TLS

Encryption in transit is a mandatory security best practice. Using SSL/TLS to secure the communication between
forwarders and indexers protects sensitive data from interception, which is especially critical when data traverses
public or untrusted networks.

2.4 Use Deployment Server to Manage Universal Forwarders

The Deployment Server (DS) is the essential tool for centralizing management across a large fleet of UFs. It
allows administrators to push configuration files like inputs.conf and outputs.conf to thousands of
endpoints from a single point of control.

2.5 Group Forwarders into Server Classes

Forwarders should be organized into server classes based on operating system, location, or log type. This
organizational strategy simplifies the deployment of apps and ensures that the correct settings are applied to the
correct systems without individual configuration.

2.6 Implement Load Balancing in Output Configuration

By listing multiple indexers in the outputs.conf file, forwarders can balance the data load across the indexing
tier. This prevents any single indexer from being overloaded, improving overall ingestion throughput and
providing a layer of failover if one indexer becomes unavailable.

3. Heavy Forwarders (HFs) Can Parse and Route Data

HFs use parsing logic defined in props.conf and transforms.conf to perform event-level manipulation. This
is strategically valuable for reducing index volume; for instance, an HF can filter out noisy or unnecessary logs
before they reach the indexers, thereby reducing license consumption and storage requirements.
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4. Deployment Server (DS) Is Not Recommended for HF or SH Management

A critical warning for architects is that the Deployment Server is not suitable for managing clustered components
like Heavy Forwarders, Search Heads, or Indexer Clusters. The DS lacks awareness of clustering states, and
using it for these roles can lead to inconsistent or conflicting configurations that compromise the stability of the
cluster.

5. Forwarder Management App for GUI Control

The Forwarder Management App on the Deployment Server provides a GUI for tracking app deployment status.
It allows administrators to verify that deployment clients have checked in and that all configuration apps have
been successfully applied across the forwarder fleet.

Effective data collection strategies ensure that data is correctly routed to the logical structures within the indexing
tier for long-term storage.

6. Forwarder and Deployment Best Practices Practice Question

Q1: What is the primary function of a Universal Forwarder (UF) in a Splunk deployment?
A. To collect and forward data to indexers without parsing

B. To store data in hot and cold buckets

C. To replicate knowledge objects across clusters

D. To perform parsing and indexing before sending data

Q2: Which of the following is a use case for a Heavy Forwarder (HF)?
A. High-speed collection of raw metrics from loT devices

B. Running dashboard queries in a search head cluster

C. Forwarding data to frozen buckets

D. Field extraction and routing based on event type before indexing

Q3: Why are Universal Forwarders preferred over Heavy Forwarders in most environments?
A. They support data model acceleration

B. They include built-in search head capabilities

C. They use fewer system resources and are easier to manage

D. They enable port mirroring by default

Q4: Which file on a forwarder is used to define indexer destinations and load balancing settings?
A. server.conf

B. inputs.conf

C. transforms.conf

D. outputs.conf

Q5: What is the purpose of the Deployment Server in a Splunk architecture?
A. To manage licensing and usage across indexers

B. To push configuration updates to groups of forwarders

C. To index real-time network data from Universal Forwarders

D. To manage cluster replication factors
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Q6: Which of the following best describes a server class in the context of a Deployment Server?
A. A data classification rule for access controls

B. A cluster role for heavy forwarder replication

C. A group of forwarders receiving the same configurations

D. A logical representation of a license pool

Q7: In which situation would using a Heavy Forwarder be appropriate?
A. When advanced routing or filtering of data is needed at the source
B. When forwarding syslog data directly to a search head

C. When collecting metrics from the Monitoring Console

D. When you require minimum overhead and simplicity

Q8: What is a best practice when securing data in transit between forwarders and indexers?
A. Use HTTP protocol for better performance

B. Compress data at the filesystem level

C. Enable SSL/TLS encryption in outputs.conf

D. Enable port mirroring at the switch level

Q9: Which statement about Heavy Forwarders is TRUE?
A. They are used only in test environments

B. They do not consume license when indexing

C. They replace indexers in large clusters

D. They can parse and index data locally before forwarding

Q10: What is the effect of listing multiple indexers in outputs.conf on a Universal Forwarder?
A. Data is sent to only the first indexer in the list

B. The forwarder balances data across the indexers

C. Data is duplicated across all listed indexers

D. The forwarder will randomly drop events

SPLK-2002 Infrastructure Planning: Index Design

Logical data storage design dictates how efficiently data is searched, how securely it is stored, and how much the
overall infrastructure will cost over time.

1. Index Design in Splunk

An index is the fundamental logical storage unit for machine data in Splunk.

1.1 What Is an Index?

An index is a logical container, similar to a folder, where processed data is stored. Separating data into different
indexes is the primary method for organizing data for both search performance and security.
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1.2 Splunk Index Structure: Buckets

Data moves through a lifecycle within an index via stages called buckets. Hot buckets are active and fast,
receiving new data. Warm buckets are recently indexed but no longer being written to. Cold buckets represent
older data moved to slower storage to manage costs. Frozen buckets are the final stage where data is archived
outside Splunk or deleted.

1.3 Index Metadata

Every event is tagged with metadata: source, sourcetype, host, and timestamp. This metadata is the key to
search efficiency; by filtering by these fields early in a search, Splunk can quickly narrow down the dataset,
significantly improving response times.

2. Key Considerations in Index Design
Architects must balance the needs of users with the constraints of the hardware.
2.1 Retention Planning

Retention planning involves deciding how long data remains searchable. The frozenTimePeriodInSecs
setting in indexes.conf is used to manage this, ensuring the organization meets regulatory compliance while
controlling long-term storage costs.

2.2 Segmentation (Index Separation)

Separating data by purpose or team (e.g., security_logs vs. app_logs)improves access control and search
speed. By isolating data into smaller, specific indexes, users can target their searches more effectively, and
administrators can enforce granular RBAC.

2.3 Indexing Volume Estimation

Estimating daily ingestion volume is a foundational step in infrastructure sizing. Architects must account for the
10:1 average compression ratio in Splunk while planning for future growth to ensure hardware is not outpaced by
data volume increases.

3. Advanced Indexing Strategies
Further optimization of the indexing tier can be achieved through advanced data management.
3.1 Throttling and Limiting

Using transforms.conf to drop unnecessary or "noisy" data protects license volume and prevents indexers
from being overwhelmed. This strategy ensures that only high-value data is stored, maximizing the organization's
investment.

3.2 Data Model Acceleration (DMA) Impact
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Data Model Acceleration significantly improves search speeds for dashboards and Pivot but consumes additional
CPU and disk space. Architects must evaluate the trade-off between search performance and resource
consumption, monitoring the impact via the Monitoring Console.

3.3 Index Splitting vs. Summary Indexing

While raw data indexes store the original events, summary indexing involves writing the results of scheduled
searches into a separate index. This is a powerful tool for long-term trend analysis, allowing for lightning-fast
reporting on massive datasets without the need to re-scan raw logs.

4. Index Naming Convention

A structured, hierarchical naming convention is essential for effective RBAC and maintenance. Using names like
dept_source_environment simplifies permissions management and helps new administrators understand the
data landscape quickly.

5. Multiple Indexes vs. One Large Index

While a single large index is easier to configure, multiple smaller indexes are preferred for data isolation, security,
and search efficiency. The minor increase in administrative overhead is outweighed by the performance gains of
not having to filter through irrelevant data in every search.

6. Index Cluster Replication Factors

Clustering settings like RF and SF have heavy storage implications. For 100 GB of daily ingestion, an RF of 3
triples the raw storage requirement to 300 GB (before compression). Architects must factor these multipliers into
their hardware budgets to avoid storage exhaustion.

Logical index design dictates the physical resource requirements and IOPS targets for the underlying
infrastructure.

7. Infrastructure Planning: Index Design Practice Question

Q1: In Splunk, what is the purpose of an index?

A. It stores processed events and makes them searchable
B. It holds configuration files and deployment policies

C. It transmits data between search heads and indexers
D. It controls user access to dashboards and alerts

Q2: Which of the following best describes the purpose of a hot bucket in Splunk?
A. A staging area for indexing configuration backups

B. A location for storing old data on external archives

C. A live data container where new events are actively written

D. A storage unit containing data about to be deleted

Q3: What Splunk configuration file is used to define how long indexed data should be retained before being
frozen or deleted?
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A. limits.conf

B. inputs.conf

C. props.conf

D. indexes.conf

Q4: What does the setting frozenTimePeriodInSecs control in Splunk?
A. The delay before search head clustering initiates

B. Time before metadata fields are reindexed

C. When to archive or delete data from an index

D. How long the Monitoring Console retains logs

Q5: Which of the following is NOT a valid benefit of segmenting data into separate indexes?
A. Easier compliance reporting

B. Faster indexing throughput

C. Improved access control for users

D. Targeted, more efficient searching

Q6: You want to prevent Splunk from indexing low-value data like debug logs. Which file can you use to configure
data filtering at index time?

A. transforms.conf

B. indexes.conf

C. authorize.conf

D. alert_actions.conf

Q7: Why is it important to estimate daily indexing volume per index during the planning phase?
A. To enforce role-based dashboards

B. To plan indexer hardware and storage

C. To reduce licensing cost of universal forwarders

D. To prioritize search head replication

Q8: In Splunk, which of the following metadata fields are typically attached to every indexed event?
A. action, response_time, user

B. user_role, file_permission, input_method

C. token, severity, format

D. host, source, sourcetype, timestamp

Q9: Which of the following is a performance trade-off of enabling Data Model Acceleration (DMA)?
A. Reduced CPU and memory usage

B. Increased user license cost

C. Higher disk usage and resource consumption

D. Limited access to index clustering features

Q10: A best practice when using DMA is to:

A. Enable acceleration for all dashboards by default

B. Enable acceleration only when performance benefit is measurable
C. Use acceleration only on large raw datasets

D. Disable summary indexing for all data models
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SPLK-2002 Infrastructure Planning: Resource Planning

Resource planning requires balancing CPU, memory, and I/O to prevent architectural bottlenecks that could
degrade system performance as data volumes grow.

1. Key Infrastructure Components
Different Splunk roles have specific hardware requirements based on their function in the pipeline.
1.1 CPU and Memory

Search Heads are CPU-bound because they handle the intensive parsing and computation required for complex
searches. They require high core counts to support search concurrency. Indexers are I/O-bound and
memory-intensive, requiring high-speed disks for constant data writing and sufficient RAM for caching.

1.2 Storage

Storage performance is the most frequent bottleneck for indexers. SSDs are recommended for Hot and Warm
buckets to handle the high IOPS (Input/Output Operations Per Second) required for active data. Splunk
recommends IOPS greater than 800 for high-volume production environments.

1.3 Network Bandwidth

Distributing data across components requires high-throughput, low-latency networks. While 1 Gbps is the
minimum standard, 10 Gbps is preferred for large deployments, especially in indexer clusters where data
replication consumes significant bandwidth.

2. Resource Sizing
Sizing formulas allow architects to provision the correct number of nodes for the expected workload.
2.1 Indexer Sizing

The "Rule of Thumb" for indexer sizing is one indexer per 100—300 GB of daily ingestion. This count must
increase if the data format is "heavy" (complex parsing), if search loads are extremely high, or if high replication
factors (RF/SF) are utilized.

2.2 Search Head Sizing

Search head sizing is driven by concurrent user activity, typically requiring one search head for every 8-10
concurrent users. Search Head Clusters are then used to provide high availability for these users.

2.3 Management Nodes
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Management nodes like the Manager Node, Deployment Server, and License Master are less resource-intensive
but should still reside on separate machines or lightweight VMs with 2—4 vCPUs and 8—-16 GB of RAM to ensure
they do not compete with data-processing roles.

3. SmartStore and Its Impact on Resource Planning

SmartStore shifts the architectural bottleneck from disk 1/0 to network 1/0. By offloading cold buckets to object
storage, the requirement for expensive local indexer disk space is reduced, but network bandwidth must be
increased to handle the on-demand fetching of data during searches.

4. Virtualization vs. Bare Metal for Core Roles

While virtual machines offer deployment flexibility, bare metal or high-IOPS cloud hosts are preferred for
production indexers and search heads. This ensures consistent performance and avoids the I/O latency and CPU
contention often found in shared virtualized environments.

5. Monitoring Console as a Resource Planning Tool

The Monitoring Console is an essential sizing tool that assists in identifying scaling needs. By visualizing CPU
pressure, disk latency, and search concurrency, architects can identify when it is time to add more indexers or
search heads before the system’s health is impacted.

Proactive resource planning enables the effective use of performance monitoring and tuning tools to maintain
system reliability.

6. Infrastructure Planning: Resource Planning Practice Question

Q1: Which of the following Splunk components is most CPU-bound and typically needs multi-core servers to
support concurrent search operations?

A. Search Head

B. Cluster Master

C. Indexer

D. Deployment Server

Q2: What is the recommended disk type for storing hot and warm buckets on indexers in a high-performance
production environment?

A. Tape Drives

B. SATA HDD

C. NVMe SSD or SSD

D. Network Attached Storage (NAS)

Q3: In terms of IOPS (Input/Output Operations Per Second), what does Splunk recommend for high-volume
environments ingesting hundreds of GBs of data per day?

A.10PS = 150-200

B. IOPS > 2000

C. IOPS =500 (maximum)

D. IOPS > 800
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Q4: Which network specification is most appropriate for Splunk environments using Indexer Clustering or Search
Head Clustering?

A. 100 Mbps with high latency
B. 1 Gbps, low latency preferred
C. 10 Mbps with low jitter

D. 256 Kbps with compression

Q5: You are planning a Splunk deployment that will ingest 900 GB/day of data. Using the rule of thumb (100-300

GB per indexer), how many indexers should be provisioned at minimum?
A1

B.2
C.3
D.5

Q6: In Splunk, which resource is most important for Search Head performance under heavy user activity?
A. Network throughput

B. High disk IOPS
C. Object storage
D. Multi-core CPU

Q7: Which type of disk storage is most appropriate for cold buckets, which contain older data accessed less
frequently?

A. SATA HDD
B. RAM disk

C. Tape backup
D. SSD

Q8: Which of the following infrastructure components can typically run on lightweight virtual machines in
non-production environments?

A. Indexer

B. License Master
C. Search Head

D. Heavy Forwarder

Q9: When planning for Search Heads, which metric is most relevant to estimate the number of SH nodes
required?

A. Total indexed data volume

B. Number of deployment servers
C. Number of concurrent users

D. Number of frozen buckets

Q10: Which of the following is a best practice for placing Cluster Master, License Master, and Deployment Server
in production environments?

A. Combine them on a single physical node with indexers
B. Run them on the same VM for failover

C. Use containerized instances inside indexer nodes

D. Deploy each on a separate VM with basic monitoring
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SPLK-2002 Performance Monitoring and Tuning

Continuous optimization is required to maintain system reliability as data volumes and user complexity grow over
time.

1. Monitoring Tools

Splunk provides the Monitoring Console (MC) for high-level health checks. For granular troubleshooting,
architects rely on splunkd. log for operational errors and metrics. log for detailed statistics on indexing
pipelines and search queues.

2. Key Performance Metrics
Several indicators serve as warning signs of system exhaustion.
2.1 Indexing Throughput

Monitoring the health of indexing queues, specifically indexQueue and typingQueue, is vital. Backed-up
queues indicate a bottleneck that can lead to event loss or unacceptable delays in data availability for searching.

2.2 Search Performance

Search efficiency is measured by concurrency and runtime. A high number of "skipped searches" is a critical
indicator that the system lacks the resources to meet user and alert demands, often requiring additional search
head capacity or SPL optimization.

2.3 CPU and Memory Usage

Constant CPU usage above 90% or signs of memory swapping are indicators of resource exhaustion. This can
lead to system crashes and is a signal to either tune search behavior or increase hardware resources.

2.4 Disk 110

Disk latency is a critical performance factor for indexers. Slow read/write operations will stall the entire indexing
pipeline, causing data to back up into the queues and slowing down the user experience.

3. Tuning Techniques

Architects can apply several strategies to optimize an existing environment.

3.1 Optimize SPL with Indexed Fields
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The most effective tuning technique is ensuring users filter by index, sourcetype, and host early in their
searches. This reduces the amount of data the indexers must read from disk, improving performance for
everyone.

3.2 Limit Real-Time Searches

Real-time searches are extremely resource-intensive as they constantly occupy a CPU core. They should be
replaced with frequent scheduled searches or summary indexing whenever possible to conserve system
resources.

3.3 Adjust Configuration Files for Performance

Tuning 1limits.conf and server.conf allows for better management of search concurrency and memory
thresholds. This ensures the system can handle bursts of activity and that critical alerts are not skipped due to
low-priority ad-hoc queries.

4. Advanced Tuning and Troubleshooting
Granular controls provide the final layer of system optimization.
4.1 Search Scheduler Resource Pools

Resource pools in 1imits.conf allow administrators to assign priority levels to searches. This ensures that
high-priority alerts are executed even when the system is under heavy load, preventing analysts from
monopolizing resources with ad-hoc queries.

4.2 Key Metrics in Search Job Inspector

The Search Job Inspector breaks down how time is spent during a search. Paying close attention to "input
parsing," "map-reduce," and "dispatch.fetch" times allows architects to identify the specific root cause of slow
search performance.

4.3 Real-World Solutions to Pipeline Blockage

Pipeline blockages can often be resolved by increasing the maxQueueSize in server.conf or tuning
maxSearchesPerCpuin limits.conf. Additionally, splitting complex searches into smaller time ranges or
adding more specific filters can alleviate pressure on a congested pipeline.

Performance tuning ensures that the environment continues to meet the project's original success criteria as it
grows.

5. Performance Monitoring and Tuning Practice Question

Q1: Which Splunk feature provides a centralized dashboard to monitor performance metrics like indexing rate,
CPU usage, and search concurrency?

A. Monitoring Console

B. Data Model Acceleration
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C. Deployment Server
D. Job Inspector

Q2: What is the purpose of the metrics. log file in Splunk?

A. Tracks license usage events

B. Stores raw indexed data for audits

C. Logs detailed statistics on pipelines, queues, and system resources
D. Saves configuration backup snapshots

Q3: Which queue holds events before event-breaking and field extraction occurs?
A. indexQueue

B. typingQueue

C. parsingQueue

D. ackQueue

Q4: Which performance issue is most commonly caused by inefficient SPL such as search * or unfiltered
queries?

A. Disk corruption

B. Dropped forwarder connections

C. Search skipping

D. High search runtime and resource usage

Q5: Which of the following is a recommended tuning strategy for improving overall search performance?
A. Run all searches in real-time mode

B. Use full-text search for all events

C. Filter searches early using indexed fields like index= and sourcetype=

D. Disable the Job Inspector to reduce overhead

Q6: What is the main drawback of running too many real-time searches?
A. They automatically delete archived data

B. They bypass field extraction

C. They prevent DMA summaries from updating

D. They consume high CPU and memory resources continuously

Q7: How can you evaluate which stage of a search is slow or resource-heavy in Splunk?
A. By increasing typingQueue size

B. By checking the splunkd.pid file

C. By analyzing the Search Job Inspector

D. By clearing the metrics.log file

Q8: Which file is commonly tuned to adjust search concurrency limits and memory thresholds?
A. inputs.conf

B. limits.conf

C. transforms.conf

D. serverclass.conf
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Q9: What risk is associated with high CPU usage on a Splunk Search Head?
A. Sluggish Ul response and delayed searches

B. Index replication failures

C. Frozen bucket data corruption

D. Real-time searches skipping buckets

Q10: What is a best practice when using Data Model Acceleration (DMA)?
A. Enable it on all data models by default

B. Use it only on large reports with no scheduled searches

C. Disable DMA for summary indexing jobs

D. Monitor its impact on CPU and disk space regularly

SPLK-2002 Project Requirements

The success of a Splunk deployment depends on aligning technical design with specific business objectives
identified during the planning phase.

1. Understanding Business Requirements
The discovery phase identifies the core elements that drive the architecture.
1.1 Data Sources

The types of data—such as web logs, security events, or cloud metrics—influence the necessary configurations
and the selection of Splunk Add-ons required for successful ingestion and parsing.

1.2 Volume Expectations

Accurate volume estimates are critical for license planning and hardware sizing. Architects must design for
growth, ensuring the system can handle current volume while remaining scalable for future expansion.

1.3 User Roles

Identifying the needs of Admins, Power Users, and Analysts informs the design of RBAC. It ensures that users
have access to the data they need while sensitive information remains restricted to authorized roles.

1.4 Use Cases

Whether the primary goal is SIEM, IT operations, or compliance, the use cases determine which data sources are
prioritized and how dashboards and alerts should be designed to provide the most value.

2. Key Elements of Project Planning
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Technical planning converts business requirements into architectural decisions.

2.1 Data Retention Policies

Architects must balance storage costs with regulatory compliance. They determine the lifecycle of data and when
it should move from expensive local storage to archived frozen storage.

2.2 Search Frequency

The frequency of searches creates the "search load," which dictates the power requirements of the search head
and indexer tiers. High-frequency alerting requires a more robust search tier than occasional ad-hoc reporting.

2.3 Scalability Needs

A "design for growth" philosophy ensures that the architecture can accommodate more users and data sources
without requiring a total system redesign or significant downtime.

2.4 Security and Compliance

Regulatory standards like GDPR, HIPAA, and PCI-DSS influence data handling. This includes requirements for
data masking, encryption in transit and at rest, and the maintenance of detailed audit trails.

3. Advanced Project Strategies
Project governance ensures the long-term viability and security of the deployment.
3.1 Data Classification Strategy

Classifying data by sensitivity (e.g., Pll vs. general system logs) informs indexing policies and encryption
requirements. This helps the organization manage risk while optimizing storage costs.

3.2 Multi-Tenancy and App-Level Isolation

In shared environments, using separate apps and RBAC ensures that different departments can use the same
infrastructure while maintaining operational independence and data privacy.

3.3 Index Sizing Estimation Models

Using tools like the Splunk Index Sizing Calculator allows for accurate storage provisioning. These models
account for raw volume, compression ratios, and retention periods to provide a clear picture of future hardware
needs.

4. Cloud vs On-Premise Strategy

The choice between Splunk Cloud (SaaS), On-Premise, or Hybrid models depends on the organization's need for
infrastructure control versus the desire for managed scalability. Hybrid models allow organizations to keep
sensitive data on-premise for compliance while utilizing the cloud for broader search and analytics.
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A comprehensive understanding of these architectural principles ensures the delivery of a robust,
enterprise-grade Splunk deployment that effectively scales with evolving business needs.

5. Project Requirements Practice Question

Q1: Why is it important to understand data source types before designing a Splunk deployment?
A. It influences parsing rules, configurations, and app selection

B. It determines whether Splunk needs internet access

C. It affects which version of Splunk software is required

D. It helps select the right user interface theme for Splunk

Q2: A company estimates their current daily data volume at 100 GB but expects it to grow to 1 TB in the next
year. Why is this information critical for planning?

A. To evaluate firewall rules for outbound internet access

B. To avoid exceeding the number of licensed users

C. To plan infrastructure scalability and license capacity

D. To determine whether to install Splunk on Linux or Windows

Q3: Which of the following is a reason to assess “search frequency” during the requirement gathering phase?
A. To configure log rotation policies on data sources

B. To estimate compute requirements for search heads and indexers

C. To determine the index replication factor

D. To identify the right version of universal forwarder

Q4: What type of Splunk user is typically responsible for building dashboards, alerts, and reports?
A. Analyst

B. System Admin

C. Power User

D. Auditor

Q5: A healthcare organization needs to retain indexed logs for 5 years to meet regulatory compliance. Which of
the following project planning elements does this requirement affect most directly?

A. Forwarder configuration

B. Cluster replication

C. Search frequency

D. Index retention policy

Q6: What is a key factor in determining whether your Splunk deployment will need to scale in the future?
A. The expected increase in users, data sources, or data volume

B. Whether your license is perpetual or subscription-based

C. Whether your indexers are deployed in a DMZ

D. The color scheme used in Splunk dashboards

Q7: Which regulatory framework specifically focuses on the protection of personal health information (PHI)?
A. SOX
B. HIPAA
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C. PCI-DSS
D. GDPR

Q8: Which of the following elements is LEAST relevant when identifying user roles during requirement gathering?
A. Whether users will create or just view content

B. The departments users belong to

C. What actions users will perform in Splunk

D. The encryption level of user passwords in Active Directory

Q9: In the Splunk data lifecycle, what happens to data in the frozen stage?
A. It becomes read-only and moved to SSD

B. It is duplicated across multiple indexers

C. It is deleted or archived externally

D. Itis sent to the License Master

Q10: A business analyst runs weekly searches on sales performance. What impact does this have on
infrastructure planning?

A. It reduces the need for license enforcement

B. It implies lower search head load compared to real-time use cases
C. It requires deploying an additional license master

D. It requires high-performance forwarders

SPLK-2002 Clarifying the Problem

Effective troubleshooting in a Splunk environment begins with a rigorous diagnostic foundation known as problem
clarification. Rather than reacting immediately to vague user reports, such as a slow dashboard or missing data,
an architect must systematically transform these observations into actionable technical data. By narrowing the
investigation scope through structured questioning, an administrator can identify whether an issue is isolated to a

specific component or indicative of a systemic failure, ensuring that subsequent investigation is both targeted and
efficient.

1. Problem Identification Flow

The problem identification flow relies on four fundamental questions that establish the technical scope of any
reported issue. By addressing who is affected, what the specific symptoms are, when the behavior began, and
where in the architecture the failure occurs, an architect can effectively isolate the root cause.

1.1 Who is affected?

Determining the specific user base impacted by an issue is critical for identifying potential security or
permission-related failures. If an issue is limited to specific users, teams, or roles, such as only security analysts
being unable to view certain events, the investigation should focus on role-based access control, app context
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settings, or the sharing permissions of knowledge objects. Conversely, an issue affecting all users across the
environment suggests a broader infrastructure problem rather than a localized permission conflict.

1.2 What is the symptom?

Identifying the exact behavior reported allows the architect to point the investigation toward a specific system tier.
Common symptoms such as search latency, missing data in dashboards, alerts failing to trigger, or permission
denied errors provide clues as to whether the breakdown is occurring during data collection, indexing, or the
search execution phase. Each symptom serves as a technical signal that directs the use of specific diagnostic
tools like the Job Inspector for searches or the Monitoring Console for ingestion lag.

1.3 When did it start?

Timing is a vital lead in troubleshooting, as it often correlates with environmental changes. An architect must
determine if the problem appeared following a recent software upgrade, a configuration change, or the
deployment of new apps and forwarders. Establishing whether the issue is consistent or intermittent further helps
in ruling out transient network issues or identifying problems tied to specific scheduled tasks. If a problem began
immediately after a known change, the most likely lead is already established.

1.4 Where is it happening?

Isolating the physical or logical component where the failure resides is essential for narrowing the search for logs.
Determining if the error is localized to a search head, a specific forwarder, or an indexer helps the architect focus
diagnostic efforts on the correct nodes. This spatial isolation prevents the waste of resources on tiers of the
architecture that are functioning correctly and directs the administrator to the specific log files, such as those
found on an indexer for storage issues versus a forwarder for collection issues.

2. Problem Classification

Once facts are gathered, they must be synthesized into distinct categories to guide the resolution process. Each
category possesses unique symptoms and requires specific next steps for remediation.

2.1 Data Collection Problems

Data collection issues typically manifest as missing logs or forwarders that appear to be running without data
arriving at the indexer. Possible causes include misconfigured inputs or outputs files, network interruptions, or
changes in the source file environment such as log rotation or file renaming. Immediate steps involve checking
forwarder logs and using command-line tools such as splunk list monitor to verify active monitor inputs and
confirm that outputs are configured to the correct indexer group.

2.2 Indexing Delay

Indexing delays result in stale or inconsistent data appearing in dashboards, often caused by overloaded indexer
hardware or blocked processing queues such as the indexQueue or parsingQueue. When indexing pipelines are

backed up, an architect should consult the Monitoring Console for pipeline metrics and review the metrics.log for

queue health. Tuning disk I/O performance and reviewing hardware capacity are standard remediation actions for
these bottlenecks.
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2.3 Search Failures

Search failures often present as timeouts or errors, frequently rooted in inefficient SPL, such as unfiltered
searches or inefficient joins, or a lack of available search concurrency slots. When searches fail, the Search Job
Inspector and scheduler.log or dispatch.log become primary diagnostic tools to analyze execution phases.
Architects must also validate user roles and index access to ensure that results are not being filtered out by
security restrictions or improper knowledge object sharing.

2.4 Configuration Issues

Configuration problems arise when new settings or apps fail to take effect, often due to syntax errors or files
being placed in incorrect directory levels. These issues are best addressed using the btool utility to verify the
effective configuration. Validating deployment through the Deployment Server or checking for missing restarts or
rolling restarts are critical steps in resolving these conflicts.

3. Problem Severity Classification

Establishing a severity hierarchy from P1 to P4 is essential for managing support workflows and escalation. A P1
critical level indicates a total system outage where the entire Splunk deployment is down, no indexing or
searching is possible, and business-critical dashboards fail for all users. High-severity P2 issues involve major
performance degradation such as search queue saturation or significant indexing delays. P3 moderate issues
represent functional defects like dashboards failing for specific roles, while P4 low-level issues are reserved for
cosmetic Ul errors or non-critical test dashboard defects.

4. Is This a New Problem or a Recurring One?

Historical context and reproducibility are significant factors in choosing the correct diagnostic path. A recurring
issue may have an existing solution in incident logs or ticket history, while a new problem necessitates a deeper
investigation into recent changes. Distinguishing between intermittent and persistent patterns helps determine
whether to use immediate diagnostic tools like event sampling or long-term logging strategies. Establishing
reproducibility is a key requirement for determining the troubleshooting path.

5. Common Dashboard Display Errors: Token and Drilldown Problems

Ul-related complaints often stem from logic errors rather than data failures, specifically regarding token
misconfigurations. If a dashboard fails to show data, it may be due to a time picker override where time_token is
not mapped to earliest and latest values, or a drilldown failure where sub-panels fail to receive necessary values.
Troubleshooting these errors requires inspecting token states via browser developer tools, reviewing the
dashboard source XML to verify bindings, or enabling Simple XML debugging mode.

A clearly clarified problem provides the necessary technical context to investigate the specific configuration errors
that serve as the root cause for many Splunk failures.

6. Clarifying the Problem Practice Question

Q1: A user reports that they can't view a dashboard, but their teammate can. What is the FIRST question you
should ask to clarify the issue?
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A. What role or app context are they using?
B. Is the forwarder running on their machine?
C. What is their index retention policy?

D. How many events exist in the index?

Q2: Which question helps clarify “What is the symptom?” when diagnosing an issue?
A. Are all users seeing the issue or only some?

B. Has the system been restarted recently?

C. Is the data arriving late?

D. Are the props.conf changes replicated?

Q3: A dashboard is missing expected logs. Users say it worked until yesterday. Which question best addresses
the "When" of the problem?

A. Is the user using a supported browser?

B. Did this issue begin after a recent upgrade or deployment?
C. Is the field alias configured properly?

D. Have any permissions changed recently?

Q4: Which of the following best helps clarify "Where the issue is happening"?
A. Has the app been updated in Splunkbase?

B. Are there network issues affecting end users?

C. Is the problem on a search head, forwarder, or indexer?

D. How many alerts are configured for that user?

Q5: A user says their alert never triggered. You verify the alert is enabled. What should you check next?
A. splunkd_access.log for data delay

B. introspection.log for real-time stats

C. license_usage.log to verify license group

D. scheduler.log to see if it ran or was skipped

Q6: A user reports their dashboard has no results. The search works fine when run manually. What is the MOST
LIKELY cause?

A. The user’s time range picker is invalid

B. The event timestamp is not indexed

C. The data model acceleration is disabled

D. The dashboard was built using accelerated fields

Q7: What type of problem is likely when logs are missing, the forwarder is running, and the input appears
correct?

A. Search failure

B. Indexing delay

C. Data collection issue
D. Permissions issue

Q8: Which tool should you use to check whether a forwarder is actively monitoring a file?
A. Search Job Inspector

B. splunk list monitor
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C. splunk btool inputs list
D. Monitoring Console > Resource Usage

Q9: What symptom is most associated with an indexing delay problem?
A. Alerts do not run

B. Forwarders send duplicate events

C. The Ul displays missing fields

D. Data appears much later than when it was generated

Q10: You recently deployed changes using the deployer, but users say props.conf changes have no effect. What
should you check first?

A. That you ran splunk diag after pushing

B. That the target search heads were restarted or rolling-restarted

C. That the forwarder is in the correct server class

D. That license usage hasn't hit the daily quota

SPLK-2002 Configuration Problems

Configuration files represent the strategic core of Splunk's architecture, dictating how the system ingests, parses,
and retrieves data. Because Splunk relies on these plain-text files for almost every operation, misconfigurations
are the most frequent source of system instability. Understanding the structure, placement, and precedence of
these files is fundamental to maintaining a healthy environment.

1. Common Sources of Configuration Errors

The most frequent pitfalls in configuration involve incorrect stanza placement and syntax errors. Using the wrong
stanza type, such as writing [source::/var/log/messages] when [sourcetype::syslog] was intended, or placing a
stanza in the wrong file can lead Splunk to ignore the configuration entirely without generating an explicit error.
Furthermore, syntax errors such as missing equals signs, extra whitespace, or unescaped characters like
backslashes and asterisks can cause unpredictable behavior. Conflicts between app-level and system-level
settings also occur frequently, where a higher-priority file overrides intended changes.

2. Key Configuration Files

Several essential files govern the data lifecycle within Splunk, each serving a unique function across different
system roles.

2.1 inputs.conf

The inputs file defines data inputs, such as monitoring a specific file via [monitor:///var/log/syslog] or enabling a
TCP port via [tcp://9997]. It is the primary configuration used on forwarders and sometimes on indexers to
establish the initial data stream.
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2.2 props.conf

This file is central to data parsing, controlling settings such as timestamp extraction, line breaking, and field
extractions. It serves as the primary instruction set for how raw data is interpreted and is often applied using
sourcetype stanzas like [sourcetype::syslog].

2.3 transforms.conf

Used in conjunction with props.conf, this file defines the specific logic for field extractions, data filtering, and event
routing. It is essential for complex data manipulation and is often linked to props using keys such as REPORT-,
TRANSFORMS-, or DEST_KEY.

2.4 outputs.conf

Used primarily on forwarders, this file determines the destination for ingested data. It manages load balancing
across indexer groups and ensures that data is sent to the correct environment targets.

2.5 server.conf

The server file manages core system settings, including cluster membership, SSL configurations, and license
master settings. It is critical for the coordination of indexer clusters and search head clusters.

2.6 indexes.conf

This file defines the creation and retention policies of data indexes. It specifies storage paths like homePath and
coldPath, and defines retention duration via settings like frozenTimePeriodInSecs.

3. Troubleshooting Techniques

Professional methodology for resolving configuration conflicts involves using specific tools to view the system's
merged state.

3.1 Use btool to Identify Merged Configurations

The btool command is the most effective way to see the final, effective configuration Splunk is using. By using the
--debug flag, such as in splunk btool props list --debug, administrators can see the specific file paths and
precedence of every setting, allowing them to detect where a higher-priority setting might be overriding a local
change.

3.2 Use splunk reload to Avoid Full Restarts

To minimize downtime, certain configuration types can be refreshed using the reload command. Specific internal
calls such as splunk _internal call /services/data/inputs/monitor/_reload for monitor inputs or splunk _internal call
[/services/admin/configs/conf-props/_reload for parsing rules allow for faster iteration without a full service restart.

3.3 Ensure Consistent Deployment Across Nodes

In distributed environments, maintaining consistency is paramount. Configurations must be pushed uniformly
using the Deployment Server for forwarders, the Deployer for search head clusters, and the Cluster Manager for
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indexer clusters. Inconsistent files across nodes can lead to data loss or search head cluster members that
display conflicting information.

3.4 Validate via Logs and Monitoring Console

Architects should monitor the splunkd.log for general configuration load errors and the deploy-server.log for push
failures. The Monitoring Console should be used to verify that configuration bundles are synchronized and that
cluster members remain in sync without showing errors in deployment operations.

4. Common Troubleshooting Checklist for Configuration Errors

A systematic diagnostic order begins with verifying if the file is in the correct directory, as being in the wrong
folder may cause it to be ignored. Next, architects check if stanza names are spelled correctly, noting that
misspellings like [sourcetyp::nginx] fail silently. Syntax validity regarding equal signs and unescaped special
characters is checked next. The process then evaluates if a configuration was overridden by a higher-priority
source using btool. Finally, the architect ensures the config is on the correct Splunk role; for example, props.conf
and transforms.conf for parsing must be on Indexers or Heavy Forwarders, while inputs.conf for file monitoring
must be on Universal Forwarders or Heavy Forwarders.

5. Configuration Precedence: Visualized Priority Hierarchy

Splunk resolves conflicting values through a hierarchy of precedence summarized by the acronym S-A-A-S,
standing for System Local, App Local, App Default, and System Default. Specifically,
$SPLUNK_HOME/etc/system/local holds the highest priority, followed by $SPLUNK _HOME!/etc/apps//local, then
$SPLUNK_HOME/etc/apps//default, and finally $SPLUNK_HOME/etc/system/default at the lowest priority. When
two files exist at the same level, Splunk resolves the conflict alphabetically by app name.

While internal configurations define how a single node behaves, the challenge of deployment lies in maintaining
these settings across massive, distributed environments.

6. Configuration Problems Practice Question

Q1: What could cause a data input defined in inputs.conf to be ignored by Splunk?
A. Incorrect stanza name or placement in the configuration file

B. Forwarding data without SSL

C. Setting disabled = true inindexes.conf

D. Indexer discovery misconfiguration

Q2: Which configuration file is primarily responsible for event routing and data filtering in conjunction with
props.conf?

A. server.conf

B. outputs.conf

C. indexes.conf

D. transforms.conf
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Q3: What is the highest priority location Splunk uses when merging configuration files?
A. SSPLUNK_HOME /etc/apps/<app>/local

B. SSPLUNK_HOME /etc/apps/<app>/default

C. SSPLUNK_HOME /etc/system/local

D. SSPLUNK_HOME /etc/system/default

Q4: A user modifies props.conf in an app’s default folder, but changes are not taking effect. What is the most
likely reason?

A. Another app has the same setting in its local folder

B. The license master is not reachable

C. The stanza contains a field transform

D. The forwarder is not in a server class

Q5: What does the splunk btool props list --debug command help with?
A. Identify conflicting or overridden props.conf settings

B. Reload indexing pipelines

C. Monitor real-time license usage

D. Visualize data model acceleration

Q6: Which of the following is typically edited to configure SSL and clustering information?
A. transforms.conf

B. inputs.conf

C. outputs.conf

D. server.conf

Q7: What should you check if a forwarder is no longer sending logs after a recent deployment server push?
A. license stack overflow

B. deploy-server.log for app deployment failures

C. sourcetype indexing rate

D. lookup table permissions

Q8: A Splunk admin reports that field extractions are not being applied. What is the most likely missing
configuration file?

A. indexes.conf

B. server.conf

C. transforms.conf

D. outputs.conf

Q9: What is a common mistake in . conf files that results in silent failures?
A. Missing or malformed = in a key-value pair

B. Forwarding data without SSL

C. App context mismatch

D. Too many saved searches

Q10: Which tool allows a search head cluster admin to apply props.conf changes across all cluster members?
A. License Master
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B. Deployment Server

C. SHC Deployer

D. Monitoring Console

SPLK-2002 Deployment Problems

Managing consistency in a distributed Splunk architecture requires the precise use of Deployment Servers,
Cluster Managers, and Deployers. Failure to maintain synchronicity across these components leads to data gaps
and cluster instability.

1. Deployment Server (DS) Issues

The Deployment Server manages configurations for Universal Forwarders. When clients fail to receive updates, it
is often due to a misconfigured deploymentclient.conf on the forwarder or an incorrect serverclass.conf on the
DS. If the filtering rules in the server class do not match the client, the update will not be pushed. Architects must
monitor $SPLUNK _HOME/var/log/splunk/deploymentserver.log to track these check-ins and delivery failures.

2. Cluster Deployment Issues

In clustered environments, deployment failures can lead to node misalignment where a peer is not recognized.
This is frequently caused by an incorrect pass4SymmKey in server.conf or a mismatch in the cluster secret.
Replication issues occur if the Replication Factor (RF) and Search Factor (SF) settings are not met, requiring the
architect to check the status via splunk show cluster-status.

3. Deployment via Deployer (for Search Head Cluster)

The Deployer pushes configuration bundles to search head clusters. Successful deployment requires a valid app
structure under $SPLUNK_HOME/etc/shcluster/apps/ and the execution of the command splunk apply
shcluster-bundle -target https://<captain_host>:8089 -auth admin:password. For changes like navigation menus
or views, a rolling restart of the cluster members is required.

4. Key Logs for Deployment Troubleshooting

Effective deployment diagnosis relies on specific logs. The splunkd.log tracks general startup and node health.
The clustermaster.log on the Indexer Cluster Manager shows replication issues and RF/SF enforcement. The
shclustering.log tracks deployer pushes and captain elections, while the deploymentserver.log provides the
definitive record of client check-ins and app delivery errors.

5. Forwarder Deployment Failure due to outputs.conf Misconfiguration

A critical failure occurs when a deployment app contains an outputs.conf with incorrect target IPs or ports. This
leads to a silent failure where the forwarder checks in but cannot send data. Troubleshooting requires checking
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the splunkd.log on the forwarder for connection or handshake errors and using splunk list forward-server on the
client to confirm the connection state.

6. SHC Captain Election Issues (Split Brain Scenarios)

Search head clusters rely on a captain for scheduling and replication. If a cluster loses quorum, which requires
more than 50% of members to be online, the cluster may enter a split-brain state where multiple nodes claim
captaincy. Architects must use splunk show shcluster-status to verify the current captain, member status, and
quorum status.

7. Common serverclass.conf Matching Errors in Deployment Server

Errors in server class matching often stem from using invalid attributes. Architects must avoid using the host::
syntax as it is invalid in this context. Instead, they should match against the clientName, which typically uses the
hostname or FQDN. The Forwarder Management Ul or the command splunk display deploy-client can be used to
view which forwarders have successfully matched with their intended server classes.

Deployment stability is the prerequisite for managing the massive data volumes and complex architectures found
in enterprise-scale environments.

8. Deployment Problems Practice Question

Q1: What is a common reason that a Universal Forwarder does not receive updates from the Deployment
Server?

A. The deploymentclient.conf is misconfigured or missing

B. The forwarder is using a non-standard sourcetype

C. License master is unavailable

D. SHC captain is offline

Q2: Which log file should you check to troubleshoot server class matching issues on the Deployment Server?
A. metrics.log

B. clustermaster.log

C. deploymentserver.log

D. audit.log

Q3: A new indexer is not joining the cluster. Which of the following is the most likely cause?
A. Incorrect index name in indexes.conf

B. Cluster secret mismatch in server.conf

C. Missing inputs.conf on forwarders

D. Invalid roles assigned in authorize.conf

Q4: What happens when the replication factor is set too high and some peer nodes are offline?
A. The deployer pushes the changes twice

B. Licensing usage increases

C. The cluster cannot meet replication needs and generates errors

D. Forwarders bypass the indexers
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Q5: After pushing a bundle from the Deployer, search heads report missing apps. What should you verify first?
A. The app directory structure under $SPLUNK_HOME/etc/shcluster/apps/

B. Whether the app is globally shared

C. The index clustering mode

D. The forwarder whitelist

Q6: Which command is used to manually push configurations to all SHC members from the Deployer?
A. splunk show cluster-status

B. splunk apply cluster-bundle

C. splunk apply shcluster-bundle

D. splunk reload deploy-server

Q7: An administrator notices that knowledge objects are inconsistent across SHC members. What is the best first
step?

A. Reboot all SHC members

B. Verify user permissions in roles.conf

C. Update serverclass.conf

D. Check shclustering.log for replication errors

Q8: Which of the following logs helps you identify general errors and startup problems on any Splunk node?
A. audit.log

B. shclustering.log

C. metrics.log

D. splunkd.log

Q9: A Deployment Server push appears to succeed, but forwarders are still using old configurations. What might
be the cause?

A. The serverclass.conf contains invalid syntax

B. The indexer has too many hot buckets

C. The license pool is overutilized

D. One or more search peers are decommissioned

Q10: What command can you use to validate which apps are deployed to a specific forwarder?
A. splunk show license-summary

B. splunk list deploy-clients

C. splunk show indexes

D. splunk btool list configs

SPLK-2002 Large-scale Splunk Deployment Overview

The architectural evolution from a single Splunk instance to a large-scale enterprise deployment requires high
availability and specialized node roles. These environments handle hundreds of gigabytes to multi-terabytes of
data daily, necessitating a robust design that can scale horizontally.
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1. Characteristics of Large-Scale Deployments

Large-scale deployments typically feature ten or more clustered indexers and search head clusters with three to
five nodes to support high user concurrency. Indexer clusters at this scale usually operate with a Replication
Factor (RF) of 3 and a Search Factor (SF) of 2. These environments manage thousands of forwarders and
handle massive volumes, such as 500 GB/day to multi-terabytes per day, requiring high IOPS and significant
network bandwidth.

2. Design Best Practices

To avoid resource contention, large environments must segment core management roles across dedicated
nodes, including the Indexer Cluster Manager, SHC Deployer, Deployment Server, and License Master. High
availability is achieved through indexer clustering, load balancers, and cluster-aware apps. Disaster recovery
planning often involves multi-site clustering across geographic regions to ensure data is replicated and
accessible if a site fails.

3. Data Tiering

Managing massive data volumes efficiently requires balancing cost and performance through data tiering. Hot
and warm buckets are stored on SSDs for high-performance read/write access. As data ages, it moves to cold
buckets on slower spinning disks, and eventually to frozen storage where it is archived externally to systems like
Amazon S3 or Hadoop and removed from the Splunk index.

4. East-West Traffic Isolation (Data vs Control Plane Separation)

In high-load environments, separating ingestion traffic from management traffic prevents network congestion. The
Data Plane is dedicated to forwarder-to-indexer traffic, typically involving high-throughput 10-40 Gbps networks.
The Control Plane handles the Splunk Ul, REST API, and deployment commands. Binding indexer NIC 1 to port
9997 for ingestion and indexer NIC 2 for control traffic ensures management actions do not impact ingestion
speed.

5. Monitoring Console’s Role in Large Environments

The Monitoring Console is indispensable for providing visibility into the health of large environments. It allows
architects to monitor search performance, identify indexer pipeline blockages, and validate that RF/SF goals are
being met. This proactive monitoring is essential for identifying bottlenecks, detecting peer instability, and making
informed hardware scaling decisions.

The design of a large-scale architecture must also account for operational constraints like licensing and the risks
of system-level crashes.

6. Large-scale Splunk Deployment Overview Practice Question

Q1: In a large-scale Splunk deployment, why should core management roles such as License Master, Cluster
Master, and Deployment Server be hosted on separate nodes?
A. To prevent resource contention and ease troubleshooting
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B. To ensure horizontal scaling of forwarders

C. To avoid running out of indexes

D. To increase index replication factor automatically

Q2: What is a typical storage approach for hot and warm buckets in large-scale Splunk environments?
A. Stored on tape libraries for compliance reasons

B. Stored on SSDs for fast read/write performance

C. Stored on object-based archival platforms like Amazon S3

D. Stored on low-cost spinning disk to save budget

Q3: Which of the following is a primary use case for a Search Head Cluster in large-scale environments?
A. Managing Universal Forwarders

B. Storing cold and frozen buckets

C. Handling high search concurrency and load balancing

D. Collecting raw log data

Q4: A Splunk deployment replicates data across multiple geographic regions for disaster recovery. What feature
is this using?

A. Search Head Federation

B. Data Model Acceleration

C. Multi-indexer input

D. Multi-site Indexer Clustering

Q5: A large enterprise stores infrequently accessed Splunk data on slow disk arrays to reduce costs. What tier is
this data typically categorized as?

A. Frozen

B. Warm

C. Cold

D. Hot

Q6: What is the minimum number of nodes recommended for a stable Search Head Cluster to support captain
election?
A1

OO w
o wN

Q7: Which component is responsible for pushing configuration bundles to SHC members?
A. License Master

B. Cluster Master

C. Monitoring Console

D. Deployer

Q8: What is the main purpose of tiering data into hot, warm, cold, and frozen buckets in large Splunk
deployments?

A. To reduce the number of forwarders

B. To optimize cost and performance over time
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C. To improve search head clustering
D. To enable real-time search acceleration

Q9: Which best describes the role of a Deployment Server in large-scale deployments?
A. It replicates index data across peers

B. It handles license usage auditing

C. It distributes apps and configurations to forwarders

D. It monitors CPU and memory usage of SHC

Q10: Why would a Splunk architect implement multi-site clustering with site-specific RF and SF values?
A. To automatically convert raw data to summary indexes

B. To increase forwarder indexing rates

C. To balance redundancy and performance across geographic sites

D. To reduce dashboard loading times

SPLK-2002 Licensing and Crash Problems

The relationship between data ingestion volume and license compliance is a critical concern, as violations can
lead to the loss of search functionality and system instability.

1. Splunk Licensing

Splunk’s licensing model is based on daily indexing volume. A License Master centralizes the tracking of usage
across all slave nodes. While data collection does not stop when a license is exceeded, three violations within a
30-day period will trigger search blocks. Licenses can be stacked, such as combining a 500 GB license with a
200 GB license to achieve 700 GB/day capacity.

2. Common Licensing Problems

Common issues include double-dipping, where a heavy forwarder indexes data locally before forwarding it,
causing the data to be counted twice. Additionally, if the License Master becomes unreachable, slave nodes may
switch to a standalone mode that can trigger search blocks. Ensuring reliable network connectivity and disabling
indexing on HFs unless necessary are key solutions.

3. Crash Troubleshooting

System crashes are often caused by memory leaks from custom scripts, file descriptor exhaustion, or corrupt
configuration files. When a crash occurs, architects must review splunkd.log and system logs like
Ivar/log/messages. The crash directory, located at $SPLUNK _HOME/var/run/splunk/crash, contains core dumps
and stack traces essential for forensic analysis and Splunk Support cases.

4. License Pool Use Cases in Multi-Tenant Environments
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License pooling allows organizations to divide capacity among different departments or apps, such as assigning
100 GB/day to IT and 50 GB/day to Security. Pools are configured on the License Master and assigned to
specific indexers. This provides isolation and accountability, ensuring that over-indexing in one pool does not
immediately affect others, although license-wide violations still trigger enforcement.

5. Ul Behavior When Search Is Blocked Due to License Violations

If an environment incurs three license violations in a 30-day period, search functionality is disabled. Users will
see a red error banner stating that the license is expired or that there are too many violations. Scheduled
searches and dashboards will fail to run, and while the search head remains accessible, the search bar becomes
effectively non-functional until the license is reset.

System-level stability and license compliance directly impact the performance and reliability of the search
function itself.

6. Licensing and Crash Problems Practice Question

Q1: What happens if your Splunk deployment exceeds its licensed indexing volume for three or more days in a
30-day period?

A. Splunk disables search functionality until the license is reset

B. Splunk deletes older indexed data to make room for new data

C. Splunk disables all dashboards and alerts

D. Splunk stops indexing all incoming data

Q2: Which component is responsible for tracking overall license usage in a Splunk environment?
A. Deployment Server

B. Search Head Deployer

C. License Master

D. Indexer Node

Q3: A Heavy Forwarder is mistakenly indexing and forwarding the same data. What is the likely result?
A. No issue, this is expected behavior

B. License Master will crash due to overload

C. Search heads will reject the data

D. Double license usage due to dual indexing

Q4: What can happen if a License Master becomes unreachable by slave nodes?
A. Data forwarding is automatically rerouted

B. Nodes may switch to standalone mode and lose search access

C. Splunk enters safe mode and reboots automatically

D. The deployment server will assume license control

Q5: What does stacking multiple Splunk licenses allow you to do?
A. Allocate different licenses per dashboard

B. Use the same license for multiple Splunk instances

C. Increase the total daily indexing volume allowed

D. Enable unlimited indexing for 30 days
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Q6: Which of the following is a common cause of Splunk crashing due to system-level resource exhaustion?
A. Event type misclassification

B. Forwarder misconfiguration

C. File descriptor limits exceeded

D. Duplicate field extraction rules

Q7: What should you do if Splunk crashes and you suspect a corrupt app is the cause?
A. Modify license pooling to bypass the app

B. Temporarily disable or remove the app and restart Splunk

C. Convert the app to a forwarder-only mode

D. Edit the web.conf file to reset Ul

Q8: Which directory contains crash diagnostics such as core dumps and stack traces?
A. SSPLUNK_HOME/var/run/splunk/crash/

B. SSPLUNK_HOME /etc/apps/crash/

C. SSPLUNK_HOME/1log/heap/

D. SSPLUNK_HOME /bin/crash/

Q9: Which log file should be checked first to identify why Splunk crashed or failed to start?
A. metrics.log

B. scheduler.log
C. btool.log
D. splunkd.log

Q10: What is a best practice for avoiding unintended license usage from apps on Heavy Forwarders?
A. Always restart the app in read-only mode

B. Use index=none and forward-only settings
C. Replace the HF with a Deployment Server
D. Disable all inputs.conf files

SPLK-2002 Search Problems

Search performance is the primary metric for user satisfaction. Inefficient searches consume excessive resources
and can degrade the performance of the entire cluster.

1. Causes of Search Failures

Search failures generally fall into the categories of SPL inefficiency, infrastructure timeouts, or permission
restrictions. Inefficient SPL, such as unbounded search * queries, puts extreme pressure on indexers.
Infrastructure issues like overloaded search heads or unreachable indexers can cause results to be incomplete.
Permissions issues may lead to empty results if knowledge objects are set to private or if roles lack index access.
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2. Troubleshooting Tools

The Job Inspector is the primary tool for query-level diagnosis, showing execution phases like parsing and
aggregation. Detailed search logs are found in $SPLUNK_HOME/var/run/splunk/dispatch/<search_id>/, and the
Monitoring Console tracks skipped or long-running searches. The REST API endpoint at /services/search/jobs
allows for programmatic status queries.

3. Examples of Bad SPL and Optimization Tips

An unbounded wildcard search is a classic example of poor SPL that forces the system to scan the entire
dataset. To remediate this, architects should use restrictive base searches with indexed fields such as index,
host, and sourcetype. Limiting the search scope significantly improves performance and prevents resource
contention across the search head cluster.

Resolving complex search issues requires the advanced diagnostic tools and structured methodologies used by
professional architects.

4. Search Problems Practice Question

Q1: Which of the following is a common reason for slow search performance due to inefficient SPL?
A. Saving searches in global visibility

B. Using filters on non-indexed fields

C. Scheduling searches during off-peak hours

D. Using stats command with aggregation

Q2: What happens when a dashboard depends on a large, unaccelerated data model?
A. It disables drilldown functionality

B. It triggers multiple saved searches

C. It slows down the rendering and data retrieval

D. The dashboard returns more accurate data

Q3: A user reports their search fails with a timeout. What is the first area you should investigate?
A. Their knowledge object sharing level

B. Search head CPU and memory utilization

C. The index time parsing rules

D. Whether their role is admin

Q4: A dashboard shows “no results found” for non-admin users, but works for admins. What is the most likely
cause?

A. Search head indexing is disabled

B. Users are using a mobile interface

C. The search query is poorly written

D. Knowledge objects are saved as private

Q5: If indexers are unreachable by the search head during a search, what might happen?
A. Results may be incomplete or missing
B. Alerts will be rerouted to another deployment
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C. The search will auto-failover to the Deployment Server
D. Indexers will reassign themselves to the master node

Q6: Which of the following is a best practice to improve search performance?
A. Use indexed fields to narrow search scope

B. Enable drilldown on all visualizations

C. Use search * and filter results afterward

D. Schedule searches with wildcard indexes

Q7: What tool provides a phase-by-phase breakdown of search execution time and resources used?
A. splunkd.log

B. Monitoring Console

C. Search Logs in SSPLUNK_HOME /etc/apps/

D. Job Inspector

Q8: In which situation would you review the search.log under the dispatch directory?
A. To monitor forwarder-to-indexer latency

B. To determine the dashboard layout

C. To investigate how a specific search was executed

D. To verify index retention

Q9: Which of the following is commonly used to monitor skipped searches and long-running jobs?
A. transforms.conf

B. Access Controls

C. Monitoring Console

D. Search Head Deployer

Q10: A user’s search returns no results, but the SPL query is verified correct. What should you check next?
A. The user’s role-based index access

B. If the lookup is global

C. Whether summary indexing is enabled

D. The sourcetype timestamp extraction settings

SPLK-2002 Splunk Troubleshooting Methods and Tools

A professional troubleshooting approach is defined by a structured methodology that moves from observing
symptoms to isolating variables and utilizing internal truth sources.

1. Core Troubleshooting Approach

The process begins with documenting symptoms, such as missing data or Ul errors, and determining when they
started and who is affected. The architect then isolates the problem to a specific tier, such as data input or
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search. Built-in tools like btool and the Monitoring Console are then used to validate configurations and
performance before moving to a detailed review of logs like splunkd.log and metrics.log.

2. Common Tools for Troubleshooting

The btool utility is used to view effective configuration. The diag command creates a diagnostic bundle for
support cases. Oneshot searches allow for immediate testing outside of the normal scheduling system, and
REST APIs provide a way to programmatically query system health via endpoints like /services/indexer.

3. diag Output: Location and Management

Running splunk diag produces a .tgz archive typically located in $SPLUNK_HOME/var/run/. Architects should
use the --mask flag to sanitize sensitive data and can use the --collect flag to limit the data gathered. These
bundles are the standard requirement for deep technical forensic review with Splunk Support.

4. The Role of splunkd_access.log in Ul Issue Diagnosis

While splunkd.log tracks service events, the splunkd_access.log is valuable for troubleshooting web Ul failures
and 500 internal server errors. It maps session activity by IP, user, and URL path, allowing architects to identify
misrouted or blocked requests that do not appear in standard operational logs.

5. Search Inspector + dispatch.log for Query-Level Diagnosis

Pairing the Job Inspector's breakdown with the backend dispatch.log offers the deepest insight. The Job
Inspector tracks search.parse for syntax parsing, search.dispatch.reduce.stream for aggregation, and
search.finalize for post-processing. The dispatch.log, found in the
$SPLUNK_HOME/var/run/splunk/dispatch/<sid>/ directory, reveals technical details such as whether the search
hit data or if results were filtered out too early.

The effective management of a Splunk environment relies on the continuous integration of problem clarification,
configuration precision, and the strategic application of diagnostic tools across all tiers of the architecture.

6. Splunk Troubleshooting Methods and Tools Practice Question

Q1: What is the primary purpose of the splunk btool command in troubleshooting?
A. Display the merged configuration across all directories

B. Generate a summary of active users

C. Monitor the size of indexes

D. Restart the Splunk indexing pipeline

Q2: A Splunk user reports that their scheduled alerts are not triggering. Which log file should you check first?
A. web_access.log

B. metrics.log

C. scheduler.log

D. audit.log
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Q3: Which of the following is a typical symptom indicating a performance bottleneck in Splunk?
A. SPL queries return too many fields

B. The CLI becomes unresponsive
C. Forwarders stop sending internal logs
D. Indexing queues are backed up and searches are slow

Q4: What command is used to generate a full diagnostics bundle for submission to Splunk Support?
A. splunk logs

B. splunk diag
C. splunk debug
D. splunk supportpack

Q5: Which REST endpoint provides information on running and historical search jobs?
A. /services/data/indexes

B. /services/auth/login
C. /services/search/jobs
D. /services/indexer/status

Q6: When troubleshooting missing data in a dashboard, which log file is most useful for verifying if events were
indexed properly?

A. splunkd.log
B. scheduler.log
C. serverclass.log

D. introspection_generator.log

Q7: What is one key benefit of using splunk btool props list --debug?
A. It displays all raw events in the hot buckets

B. It allows access to audit logs from search heads
C. It tests indexer disk 1/0O under stress conditions
D. It shows exactly where each props.conf setting comes from

Q8: A system has frequent skipped searches due to lack of resources. Which tool is best suited to visualize this
issue?

A. btool

B. Monitoring Console
C. diag

D. oneshot search

Q9: What is the role of a oneshot search in Splunk troubleshooting?
A. It indexes data without forwarding

B. It compresses configuration files for export

C. It runs immediately, bypassing search queues
D. It clears the splunkd.log after execution

Q10: While troubleshooting a slow search, which log would provide details about dispatch time, search string,
and execution plan?
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A. metrics.log

B. audit.log

C. web_access.log

D. dispatch.log

SPLK-2002 Indexer Cluster Management and Administration

Effective indexer cluster management is a foundational pillar for maintaining high availability, fault tolerance, and
data integrity within a production Splunk environment. By orchestrating a distributed architecture of redundant
data storage, administrators can ensure that the system remains resilient against hardware failures and network
disruptions while providing consistent search performance. The strategic coordination of these clusters allows for
seamless scaling and reliable data recovery, making it essential for any enterprise-grade deployment.

1. Key Components of Indexer Clustering

An indexer cluster architecture is divided into distinct roles that separate administrative coordination from
operational data processing. The interaction between the management layer and the storage layer ensures that
data is ingested, replicated, and made available for search according to defined redundancy policies.

1.1 Cluster Master (Manager Node)

The Cluster Master, also known as the Manager Node, serves as the central control plane for the cluster and
does not store or index any data itself. Its primary managerial functions include coordinating the status of active
peer nodes, managing bucket replication to satisfy the Replication Factor (RF), and enforcing the Search Factor
(SF) to ensure query availability. Additionally, it performs health monitoring and detects node failures to initiate
automated bucket rebalancing or replication repair as needed.

1.2 Peer Nodes (Indexers)

Peer nodes are the operational indexers responsible for the ingestion of incoming data from forwarders and the
storage of that data in buckets. These nodes manage their local storage and participate in distributed searches
by responding to queries from search heads. Each peer node must report its status regularly to the Cluster

Master to maintain synchronization and ensure the manager node has an accurate view of the cluster topology.

2. Administration Tasks

Maintaining a healthy cluster requires continuous observation through specialized logs and administrative tools.
Proactive monitoring ensures that the cluster remains in a synchronized state and that data redundancy goals are
consistently met.

2.1 Use CLI to Verify Cluster Status
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The command-line interface provides real-time visibility into cluster synchronization and health. By executing the
splunk show cluster-status command, administrators can verify the status of all peer nodes (such as Up,
Down, or Syncing) and evaluate whether the cluster is currently meeting its RF and SF goals. This command is
an essential diagnostic step after performing restarts, handling crashes, or modifying the cluster topology.

2.2 Trigger Manual Rebalance or Fix Replication Issues

Administrative intervention is sometimes necessary to redistribute data or repair replication gaps. Manual bucket
rebalancing is strategically utilized after hardware replacements or cluster expansions to ensure even data
distribution across all healthy peers. If the RF or SF is not being met due to disruptions, a force fix-up operation
can be triggered through the Splunk Web interface or the CLI on the Cluster Master to initiate immediate
replication repairs.

2.3 Ensure Correct pass4SymmkKey in server.conf

Secure communication across the cluster is established using a shared secret defined by the pass4SymmKey
setting in the [clustering] stanza of the server .conf file. Itis critical that every cluster member, including
the master and all peers, utilizes the exact same key. A mismatch in this configuration will result in peers failing to
join the cluster, with errors recorded in the splunkd. 1log and the Cluster Master indicating the presence of
disconnected nodes.

3. Behavior When RF or SF Is Not Met

The cluster distinguishes between data redundancy through the Replication Factor and search availability
through the Search Factor. When the RF is not met, the cluster lacks the required number of raw data copies,
though data is not necessarily lost; the Cluster Master will trigger fix-up processes to rebuild these replicas. If the
SF is not met, the data may exist but remain unsearchable, potentially causing queries to return incomplete
results or fail entirely. In both scenarios, the manager node continuously monitors the status of each bucket and
attempts to return the cluster to compliance through background repair operations.

4. Rolling Restart Best Practices

A rolling restart is the standard procedure for applying updates or configuration changes without compromising
cluster availability. Administrators should always verify RF and SF compliance before beginning and proceed by
restarting only one peer node at a time. It is vital to wait for each node to fully rejoin and synchronize before
moving to the next to maintain quorum and prevent search disruptions. Furthermore, the Cluster Master should
not be restarted during the peer rotation unless absolutely necessary to ensure continuous coordination of the
process.

5. Bucket Lifecycle Management in Clusters

Data buckets in a cluster progress through a defined lifecycle consisting of Hot, Warm, Cold, and Frozen stages.
Hot buckets are actively being written and exist only on a single indexer until they roll to the Warm stage, at which
point they are replicated to satisfy the RF and SF. Cold buckets represent aged data that remains fully replicated
and searchable, while Frozen buckets have passed the retention policy and are no longer replicated, typically
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being archived or deleted. The cluster's automated fix-up mechanism monitors these transitions and ensures that
replicas are repaired if nodes fluctuate between online and offline states.

6. Real-World Troubleshooting and Version Compatibility

Effective troubleshooting of a peer failure begins with confirming the node's status via the CLI and reviewing the
clustermaster.log located at SSPLUNK_HOME /var/log/splunk/clustermaster.log for status
changes and fix-up attempts. If the node cannot be restored, manual replication repairs may be initiated while
progress is monitored through the Monitoring Console. For long-term stability, it is imperative to maintain version
consistency across all cluster nodes, as Splunk does not support mixing major or minor versions between peers
and the master. When upgrading, administrators must follow the allowed compatibility order, typically upgrading
the Cluster Master first followed by the peer nodes to avoid metadata inconsistencies or search failures.

Having established the framework for data indexing and replication, the focus now shifts to managing dynamic,
application-driven data via the KV Store.

7. Indexer Cluster Management and Administration Practice Question

Q1: What is the primary role of peer nodes in an indexer cluster?
A. Acting as deployment servers

B. Handling knowledge object synchronization

C. Managing cluster-wide configurations

D. Indexing and storing replicated data

Q2: What is one responsibility of the Cluster Master in an indexer cluster?
A. Managing apps on search heads

B. Executing scheduled saved searches

C. Controlling bucket replication and enforcing RF/SF

D. Managing the licensing pool

Q3: Which command can be used to check the current health and synchronization status of an indexer cluster?
A. splunk list peers

B. splunk validate cluster-nodes

C. splunk show cluster-status

D. splunk clean cluster-status

Q4: If a peer node is restarted and buckets are unevenly distributed, which action should be taken?
A. Clear all replicated data

B. Disable RF enforcement

C. Perform a bucket rebalance

D. Reboot the Cluster Master

Q5: What will happen if the pass4SymmKey does not match between the Cluster Master and a peer?
A. The peer will fail to join the cluster

B. The peer will still join, but in degraded mode

C. Data will be indexed but not replicated

D. The search factor will be disabled
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Q6: What is stored in the clustermaster.log file?
A. Cluster replication activity and peer events
B. License usage by indexers

C. Saved search execution results

D. Deployment server application push status

Q7: Which of the following would most likely trigger a “fix-up” operation in an indexer cluster?
A. Forwarder missing a monitor stanza

B. A license master switch

C. Peer failure leading to RF/SF violations

D. Search head cluster captain election

Q8: Why is it important for each peer node in an indexer cluster to report its status to the Cluster Master?
A. To allow SHC members to authenticate

B. To push saved search results

C. So the Cluster Master can track forwarder CPU usage

D. To ensure accurate monitoring of replication and peer health

Q9: What is the primary function of the Cluster Master node in Splunk?
A. Indexing data from forwarders

B. Coordinating peer replication and health monitoring

C. Distributing dashboards and reports

D. Enforcing user access permissions

Q10: Which of the following actions would you take after expanding your indexer cluster with new peer nodes?
A. Run bucket rebalance to redistribute data

B. Disable search replication temporarily

C. Remove the Cluster Master from rotation

D. Manually delete old index buckets

SPLK-2002 KV Store Collection and Lookup Management

The KV Store provides a robust NoSQL-style database layer within the Splunk platform, designed to facilitate the
storage and management of structured, dynamic data for interactive applications. By offering a writable and
queryable alternative to traditional static CSV lookups, the KV Store enables advanced correlation, real-time
dashboard updates, and sophisticated session management. This flexibility makes it a critical component for
developers and architects building complex Splunk applications that require high-performance data manipulation.

1. What Is KV Store?

The KV Store is a key-value database built upon an embedded and Splunk-managed version of MongoDB. It
organizes data into collections, which act similarly to tables in relational databases but utilize JSON-style
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documents to provide schema flexibility. This architecture allows Splunk applications, dashboards, and custom
scripts to store and retrieve data with dynamic fields, bypassing the rigid requirements of traditional
column-based storage.

2. Use Cases for KV Store

The KV Store is frequently employed to populate dynamic form options in dashboards, allowing dropdown menus
to update based on live data or context-specific user actions. It also supports lookup-based correlation by storing
enrichment data such as IP-to-location mappings for real-time query use. Additionally, it provides a layer for
session state and app logic storage, maintaining user information and workflow states for long-running
applications or complex dashboard logic.

3. KV Store Management

Administrative control of the KV Store is primarily handled through the collections.conf file, which defines
the structure, field types, and behavior of each collection. Furthermore, the Splunk REST API provides a
comprehensive set of endpoints for performing CRUD (Create, Read, Update, Delete) operations, with the
/servicesNS/ endpoint serving as the primary interface for manipulating records.

3.1 Backup and Restore

Preserving the integrity of KV Store data requires the use of the kvstore-to-json.py script, found in the
Splunk admin tools, which exports data into a JSON format that preserves the unique identification of each

record via the _key field. This process is essential before performing cluster reconfigurations, upgrades, or
environment migrations. During a restore, administrators must ensure the target environment has matching

collection definitions in collections.conf to avoid silent failures or data mismatches.

3.2 Maintenance and Performance Considerations

Unmanaged growth of KV Store collections can significantly degrade search head performance and increase disk
consumption. To address this, administrators must regularly audit collections for stale records and may
implement a manual TTL-based expiry strategy by using a last_updated field combined with a scheduled
search to delete expired entries. In cases of corruption or unresponsive behavior, the search head should be
restarted, and the repair tool can be utilized while investigating the mongod . 1og located at

SSPLUNK_HOME /var/log/splunk/mongod. log for underlying errors.

4. Advanced KV Store Features and Optimization

Each record in the KV Store includes reserved fields such as _key for unique identification, _user for restricting
visibility, and _app for tying data to a specific context. In Splunk 8.x and higher, administrators can optimize
query performance by defining accelerated fields in collections.conf. These indices function similarly to

traditional database indexing, significantly improving search and lookup speeds for high-frequency fields such as
usernames or IP addresses.

5. KV Store in Search Head Clusters (SHC)
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In a Search Head Cluster, the Captain node is responsible for managing all write operations and replication
control for KV Store data. To ensure consistency across the cluster, all REST API write requests should be
directed specifically to the Captain. Additionally, for environments running Splunk 8.x+, every SHC member must
have the kvstore_replication_role explicitly configured in the server .conf file to prevent replication
stalls or synchronization failures.

Effective management of specialized data stores often precedes the need to scale these architectures across
multiple geographic locations through multisite clustering.

6. KV Store Collection and Lookup Management Practice Question

Q1: Which of the following best describes the KV Store in Splunk?

A. Itis a distributed SQL-based data store used for long-term indexing

B. It stores data in .csv format for static lookups

C. Itis a built-in NoSQL database used to store structured JSON-like documents
D. It’s a third-party plugin integrated via REST API

Q2: Where should app developers define the schema of a KV Store collection?
A. transforms.conf

B. inputs.conf

C. limits.conf

D. collections.conf

Q3: Which of the following can be used to remove old or deprecated KV Store collections?
A. Through props.conf

B. Using the Deployment Server interface

C. Via REST API or manually editing configuration files

D. From the introspection dashboard

Q4: What tool is used to push app configurations and changes to SHC members?
A. splunk edit kvstore-schema

B. splunk kvstore-dump

C. splunk repair kvstore

D. kvstore-to-json.py

Q5: Which is a valid endpoint to retrieve KV Store records using REST API?
A. /services/indexes/kvstore

B. /servicesNS/<user>/<app>/storage/collections/data/<collection_name>
C. /kvstore/config

D. /services/storage/lookups/collections

Q6: Which of the following could cause replication issues in a SHC using KV Store?
A. Too many universal forwarders

B. Overly large KV Store bundles

C. Having multiple captains at once

D. Indexer queue congestion
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Q7: What is the correct recovery action if the KV Store becomes corrupted or inaccessible?
A. Rebuild the indexer

B. Delete all JSON entries

C. Use splunkd --repair_kvstore

D. Disable replication

Q8: Which of the following is NOT a common use case for KV Store?
A. Interactive dashboard form population

B. IP-to-location enrichment lookup

C. Storing archived frozen data

D. User-specific session state

Q9: What symptom might indicate the KV Store has grown too large or is unhealthy?
A. Real-time searches stop executing

B. Users report duplicated apps

C. Dashboards or lookup-based fields fail to populate

D. Alerts begin firing at incorrect times

Q10: How can access control to a KV Store collection be managed?
A. Through LDAP policy

B. Through collections.conf only

C. Through app context and transforms.conf

D. Using a deployment server

SPLK-2002 Multisite Indexer Cluster

Multisite indexer clusters extend the high-availability model of Splunk by distributing indexer nodes across
multiple geographic locations or logical data centers. This architecture is essential for large-scale enterprises
requiring disaster recovery and business continuity, as it protects against site-wide outages. By employing
site-aware configurations, organizations can maintain geographic redundancy while optimizing data access
patterns for localized performance.

1. Structure and Site-Specific Settings

A multisite cluster organizes indexer nodes into logical "sites" that typically align with physical data centers, such
as site1 for US East and site2 for US West. The Cluster Master manages the entire cluster using site-aware
replication and search factors defined in the configuration. For example, a setting of origin:2, total:3

ensures that two copies of the data are stored at the ingestion site, with a third copy replicated to a remote site to
provide cross-site redundancy.

2. Benefits and Network Planning
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The primary benefit of a multisite cluster is its ability to maintain operations and data availability even if an entire
site fails. Beyond disaster recovery, it improves load balancing by allowing search heads to query local indexers,
thereby reducing search latency. However, these benefits require a robust network infrastructure, specifically
high-speed, low-latency links between sites, with a recommended bandwidth of at least 10 Gbps to
accommodate cross-site replication traffic.

3. Deployment Patterns and Search Affinity

Organizations typically choose between three deployment patterns based on their requirements. A fully
redundant pattern ensures two local and two remote copies for high resilience in disaster-recovery-critical
deployments. The minimal disaster recovery pattern balances performance with reduced cross-site redundancy,
while the performance-focused pattern stores all copies locally to minimize latency at the expense of disaster
protection. To further optimize results, the site_local_search parameter can be set to true to enable Search
Affinity, though this carries the disadvantage that if local indexers are unavailable, the search factor may not be
satisfied, potentially leading to incomplete results.

4. Comparison with Single-site Clusters

Multisite clusters are fundamentally different from single-site clusters due to their geographic distribution and
requirement for site-aware replication and search factors. While single-site clusters are simpler to manage and
operate over a local network, they provide no protection against site-wide disasters. Multisite clusters provide this
critical protection and the option for Search Affinity, but they introduce higher management complexity and
significant WAN bandwidth requirements.

While multisite clusters provide data resilience, maintaining a unified search layer requires the implementation of
Search Head Clustering.

5. Multisite Indexer Cluster Practice Question

Q1: In a Splunk multisite indexer cluster, what does the setting site_replication_factor = origin:2,
total:4 mean?

A. Two copies must be stored at the origin site, and four total across all sites

B. One searchable copy must exist at each of four indexers

C. Four total searchable copies must exist only at the origin site

D. Two copies must be stored at every site regardless of origin

Q2: What is a key benefit of deploying a multisite indexer cluster in Splunk?
A. Provides high availability within a single data center

B. Allows indexers to bypass the search head captain

C. Ensures data replication and disaster recovery across geographic sites
D. Eliminates the need for a deployment server

Q3: What is a necessary configuration step when setting up a multisite indexer cluster?
A. Set site-specific replication and search factors
B. Assign each search head to the deployer
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C. Disable the cluster master node
D. Configure universal forwarders with multisite awareness

Q4: Which of the following best describes the role of a search head in a multisite cluster?
A. It stores replicated data from all indexers

B. It manages cluster-wide configuration bundles

C. It replicates buckets between origin and secondary sites

D. It performs distributed searches across multiple sites

Q5: What is a potential risk if site definitions are incorrectly configured in a multisite cluster?
A. Universal forwarders will stop forwarding data

B. Replication and searchability may fail during site outages

C. Indexers will begin indexing directly into frozen buckets

D. The cluster will automatically convert to single-site mode

Q6: Which configuration file is primarily used to define site roles for each indexer in a multisite cluster?
A. indexes.conf

B. server.conf

C. inputs.conf

D. outputs.conf

Q7: Which scenario would most likely require a multisite indexer cluster?
A. A developer workstation using local logs

B. A single Splunk instance deployed on a cloud VM

C. A security team managing a test environment

D. A company with data centers in New York and Tokyo

Q8: In a properly configured multisite cluster, which condition allows continued search availability if one site fails?
A. RF and SF are satisfied using remaining peer nodes in other sites

B. The license master overrides replication settings

C. At least one forwarder continues running

D. The deployer rebalances the frozen buckets

Q9: Which performance-related requirement is particularly important in a multisite indexer cluster?
A. Disabling the search scheduler to conserve memory

B. Ensuring high-speed WAN links between sites

C. Keeping all data in frozen buckets

D. Using the same number of search heads and indexers

Q10: When configuring forwarders in a multisite cluster environment, what is a best practice?
A. Route data to the nearest site’s indexers to reduce latency

B. Send data to all sites simultaneously for load balancing

C. Forward all data to the deployer

D. Always send data to the cluster master first
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SPLK-2002 Search Head Cluster Management and Administration

Search Head Cluster (SHC) administration is focused on maintaining configuration consistency and high
availability to ensure a reliable search experience for end users. By centralizing management and following strict
deployment protocols, administrators can prevent configuration drift and protect the integrity of the search
environment. This administrative oversight is critical for balancing search workloads and ensuring that knowledge
objects are synchronized across the entire cluster.

1. Best Practices for SHC Management

The primary rule for managing an SHC is that all configuration changes, including apps and dashboards, must be
pushed from the Deployer rather than modified on individual members. Manual changes on SHC members are
prohibited as they lead to inconsistencies. Furthermore, updates should be applied using rolling restarts, where
one member is restarted at a time and allowed to fully rejoin, which preserves the cluster's high availability and
protects the quorum needed for captain elections and job scheduling.

2. Key CLI Commands and Monitoring

The splunk show shcluster-status command is the primary tool for verifying cluster health, identifying the
current Captain, and checking synchronization states. To distribute new configurations, administrators use the
splunk apply shcluster-bundle command from the Deployer, targeting the Captain node. Monitoring
these indicators is essential for ensuring that a valid Captain exists and that the cluster maintains a majority
quorum to continue scheduling search jobs.

3. Troubleshooting SHC Issues

When configuration bundles fail to replicate or knowledge objects become inconsistent, administrators should
investigate the shclustering. log located at SSPLUNK_HOME /var/log/splunk/shclustering.log on
both the Deployer and the cluster members. Common causes of sync failure include insufficient disk space,
network connectivity interruptions, or configurations that exceed size limits. The Monitoring Console should also
be used to validate replication health and version consistency across the search head fleet.

4. Advanced SHC Configuration

By default, Splunk limits the configuration bundle size to 100 MB, but this can be increased using the
max_bundle_size_mb setting in the server.conf on the Deployer if large apps or lookups are required.
Additionally, the member_inactive_timeout parameter, which defaults to 60 seconds, controls how quickly
the cluster ejects an unresponsive node to prevent it from blocking elections or causing synchronization lag.
These settings allow administrators to tune the cluster's tolerance for network latency and ensure that
configuration drift is minimized.

Mastering the administration of an existing cluster requires a deeper understanding of the core features and
components that define the Search Head Cluster architecture.
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5. Search Head Cluster Management and Administration Practice Question

Q1: What is the primary method for deploying configuration changes to all members of a Search Head Cluster?
A. Manually editing files on each search head

B. Uploading via Monitoring Console

C. Using the Deployer and splunk apply shcluster-bundle
D. Running rsync across cluster members

Q2: What is the correct command to view the current status of a Search Head Cluster?
A. splunk show shcluster-status

B. splunk show license-status
C. splunk display sh-status
D. splunk show cluster-status

Q3: Which of the following best describes the purpose of a rolling restart in SHC management?
A. Restart SHC members one-by-one to maintain availability

B. Restart all nodes simultaneously for speed
C. Restart only the deployer node
D. Restart only search heads in the same site

Q4: What log file should be reviewed when troubleshooting knowledge object replication failures in a SHC?
A. license_usage.log

B. introspection_generator.log
C. metrics.log
D. shclustering.log

Q5: What is a sign of a Search Head Cluster experiencing a captain election issue?
A. Search heads stop accepting forwarder data

B. The deployer refuses SSH access
C. No captain is elected or multiple claim captainship
D. All knowledge objects appear duplicated

Q6: Where should app and configuration changes be placed before running splunk apply
shcluster-bundle?

A. $SPLUNK_HOME/etc/users/admin/

B. $SPLUNK_HOME/etc/shcluster/apps/

C. $SPLUNK_HOME/var/log/shclustering/

D. $SPLUNK_HOME/etc/apps/default/

Q7: What happens if you manually change configuration files on a SHC member without using the Deployer?
A. The change may be overwritten or cause replication inconsistency

B. The change is automatically replicated to others
C. The cluster becomes more efficient
D. All SHC members will stop working

Q8: What condition must be met for a valid captain election in a SHC?
A. Deployer must be online



AAAdemy | https://www.aaademy.com

B. Indexers must be fully replicated

C. A quorum of SHC members must be available
D. All apps must be identical

Q9: After applying a configuration bundle to a SHC, some app changes are not taking effect. What should you
do?

A. Restart the Deployer

B. Disable captain elections

C. Clear the indexer queues

D. Perform a rolling restart of SHC members

Q10: Which command is used to view detailed captain and member status information for troubleshooting SHC
issues?

A. splunk list shcluster-members

B. splunk show shcluster-status --verbose
C. splunk display captain-info

D. splunk show captain-status

SPLK-2002 Search Head Cluster

A Search Head Cluster is a high-availability solution that enables multiple search heads to operate as a unified
system, distributing search workloads and synchronizing knowledge objects. It is designed for horizontal scaling,
supporting high user concurrency while ensuring that all users access the same dashboards and alerts
regardless of which node they connect to. This architecture provides automatic failover and data consistency for
mission-critical Splunk environments.

1. Key Features and Component Roles

The architecture of an SHC consists of members, a Deployer, and an elected Captain. A minimum of three
members is required to ensure cluster stability and maintain a majority quorum for decision-making. The
Deployer is a separate instance used only for pushing apps and configurations, while the Captain node
coordinates the scheduling of search jobs and monitors member health. If a Captain goes offline, the remaining
members use an election algorithm based on factors like uptime and GUID consistency to select a replacement.

2. Knowledge Object Synchronization

The SHC maintains consistency across members through a combination of rsync and REST API replication.
Objects that are automatically synchronized include shared dashboards, macros, tags, and event types.
However, it is important to recognize that private knowledge objects, such as unsaved searches and local-only
lookup files, as well as search job artifacts and scheduler state files, are not synchronized and remain local to the
individual node.
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3. Captain Election and Deployment Suitability

Captain elections are triggered by events such as node failures or manual re-election commands, requiring a
majority quorum to be successful. The SHC model is best suited for large-scale environments with high user
volumes and strict uptime requirements. For smaller environments where geographic redundancy or extreme
concurrency is not a priority, simpler search head pooling solutions may be more appropriate and less complex to
manage.

For environments that do not require the complexity of multisite or search head clustering, the single-site indexer
cluster serves as the foundational high-availability model.

4. Search Head Cluster Practice Question

Q1: What is the main benefit of deploying a Search Head Cluster (SHC) in a Splunk environment?
A. To centralize deployment server functions

B. To ensure high availability and search load balancing

C. To replace indexer clustering

D. To manage licensing across multiple peers

Q2: Which component is responsible for pushing apps and configurations to SHC members?
A. Captain

B. Cluster Master

C. SHC Deployer

D. Monitoring Console

Q3: What is a required minimum number of SHC members to maintain a stable quorum?
A. Two

B. Three

C. Four

D. One

Q4: Which command is used to push a configuration bundle to SHC members?
A. splunk reload deploy-server

B. splunk apply shcluster-bundle

C. splunk restart shc-members

D. splunk deploy apps

Q5: Which node in the SHC manages knowledge object replication and job scheduling?
A. SHC Member

B. Indexer

C. Deployer

D. Captain

Q6: What happens if the SHC captain fails?
A. The SHC becomes read-only
B. Forwarders stop sending data
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C. A new captain is automatically elected
D. Indexers take over the search scheduling

Q7: Which of the following is NOT synchronized across SHC members by default?
A. Dashboards

B. Event types

C. Dispatch directory contents

D. Lookups

Q8: What role does the Deployer NOT perform in a SHC?
A. Push configurations to SHC members

B. Serve end-user search requests

C. Distribute static files

D. Deploy apps to search heads

Q9: Which log file is used to troubleshoot SHC synchronization issues?
A. shclustering.log

B. splunkd_ui_access.log

C. scheduler.log

D. audit.log

Q10: Which condition is necessary for a successful captain election?
A. The deployer is reachable

B. A majority of members are online (quorum)

C. At least one search peer is active

D. All saved searches are replicated

SPLK-2002 Single-site Indexer Cluster

The single-site indexer cluster provides local data redundancy and high availability within a single data center or
cloud region. It is the most common deployment model for small to medium-scale environments, offering a
straightforward path to protecting data against hardware failure without the network and management overhead
associated with multisite architectures. By maintaining multiple copies of indexed data on a high-speed local
network, the single-site cluster ensures search reliability and data persistence.

1. Structure and Configuration Requirements

In a single-site cluster, all peer nodes and the Cluster Master are located in a single logical site, typically
designated as site = site@. The configuration is defined in the server.conf file, where the administrator
must specify the clustering mode, the manager_uri, and the pass4SymmKey. Note that the multisite =
true parameter is not required, as Splunk defaults to single-site behavior if this is not specified.
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2. RF and SF Mechanics in Single-site Deployments

Data replication within a single site follows the established RF and SF settings, with all copies stored on peers
within that same location. If a peer node goes offline, the Cluster Master immediately detects the
under-replication and initiates a fix-up process to create new copies on the remaining healthy peers. This ensures
that the cluster returns to full compliance with redundancy policies as quickly as the local network allows.

3. Benefits, Limitations, and Comparisons

Single-site clusters offer simplicity and lower management complexity compared to multisite clusters, as they do
not require complex WAN planning. However, their primary limitation is the lack of disaster recovery, as a
site-wide failure will render the entire cluster unavailable. Compared to a standalone indexer, which provides no
redundancy, the single-site cluster offers a significantly higher degree of fault tolerance and high availability
through automated data recovery and replication.

This concludes the comprehensive report on Splunk cluster management and KV store administration.

4. Single-site Indexer Cluster Practice Question

Q1: What is a primary advantage of using a single-site indexer cluster in Splunk?
A. Simplifies configuration and avoids inter-site latency

B. Provides geo-redundancy across multiple data centers

C. Requires complex multi-site replication setup

D. Automatically creates frozen buckets in remote sites

Q2: What is the role of the Cluster Master (Manager Node) in a single-site indexer cluster?
A. Parses incoming data from forwarders

B. Coordinates peer nodes, manages RF/SF enforcement

C. Handles Ul rendering for search dashboards

D. Runs real-time searches across indexers

Q3: In a single-site cluster with RF=3 and 5 indexers, how is data stored?
A. Each event is stored on only one indexer

B. Data is spread across all 5 indexers equally

C. Each event is replicated to three indexers

D. Events are duplicated only during search

Q4: Why is a single-site cluster considered unsuitable for disaster recovery?
A. It cannot handle indexing delays

B. It consumes more license volume

C. It uses universal forwarders incorrectly

D. All data resides in one physical location

Q5: When should you avoid deploying a single-site indexer cluster?
A. When business continuity during outages is critical
B. When you have sufficient RF and SF
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C. When deploying in a single region
D. When using fewer than 3 peer nodes

Q6: Which configuration is NOT required in a single-site indexer cluster?
A. Setting 'site = site0' in server.conf

B. Enabling multisite=true in clustering stanza

C. Defining replication_factor and search_factor

D. Configuring master_uri on peer nodes

Q7: Which of the following is a limitation of a single-site indexer cluster?
A. Requires too much manual deployment

B. Does not support peer communication

C. Lacks geographic redundancy

D. Fails to index non-Splunk data

Q8: What happens if one indexer in a single-site cluster fails and RF is not met?
A. Cluster master reassigns buckets to maintain RF

B. All data becomes read-only

C. Searches stop working entirely

D. Frozen buckets are created

Q9: What is the expected network condition in a single-site indexer cluster?
A. Cross-site high-latency WAN links

B. Unreliable wireless connections

C. Low-latency local area network

D. Virtualized cloud interconnects

Q10: Which Splunk component ensures RF and SF policies are enforced within a single-site indexer cluster?
A. Indexer peer nodes

B. Search Head Deployer

C. Cluster Master

D. Deployment Server

Learning Path & Study Advice

A structured preparation approach should begin with a solid understanding of core Splunk concepts such as data
ingestion, indexing, and search processing. Candidates should then progress into infrastructure planning topics,
including index design and resource planning, as these form the foundation of architectural decisions. Clustering
concepts should be studied progressively, starting with general clustering principles and moving toward more
complex implementations such as multisite indexer clusters and search head clustering.

After building architectural knowledge, focus should shift to operational areas such as deployment strategies,
forwarder management, performance optimization, and troubleshooting methodologies. Emphasis should be
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placed on understanding system interactions, dependencies, and the impact of design decisions on performance
and scalability. Practical experience in distributed environments is essential to reinforce conceptual
understanding and develop sound architectural judgment.

Who This PDF Is For

This document is intended for experienced Splunk professionals who are responsible for designing,
implementing, or managing enterprise-level Splunk environments. It is suitable for roles such as Splunk
architects, senior administrators, platform engineers, and technical consultants. It is most beneficial for
individuals with a strong foundation in Splunk who are seeking to deepen their understanding of architectural
concepts and apply them in large-scale, production environments.

Call To Action

This document provides an overview of structured learning and certification preparation approaches. For learners
seeking clear knowledge organization, guided study planning, and exam-focused practice resources, AAAdemy
offers a comprehensive platform to support independent and effective learning.

Explore additional training materials, study guidance, and practice resources at:

SPLK-2002 - Splunk Enterprise Certified Architect Exam Certification Training Course - AAAdemy

Online Flashcards (Quizlet):

https://quizlet.com/user/AAAdemy/folders/splk-2002-splunk-enterprise-certified-architect-exam?i=6zfa5t&x=1xqt

Attachment : Answers by Knowledge Point

Introduction Practice Question

A1:

Answer: A

Explanation: The Indexer in Splunk receives raw data from forwarders, processes it (including parsing and
indexing), stores it, and returns results when queried by the Search Head.

A2:


https://www.aaademy.com/Splunk-Enterprise-Architect/SPLK-2002.html
https://quizlet.com/user/AAAdemy/folders/splk-2002-splunk-enterprise-certified-architect-exam?i=6zfa5t&x=1xqt
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Answer: D

Explanation: A Universal Forwarder is a lightweight Splunk agent used to collect data from sources (like log files)
and forward it to a Splunk Indexer. It doesn’t parse or index data.

A3:

Answer: C

Explanation: The License Master tracks how much data is indexed across all components and ensures
compliance with daily indexing volume based on Splunk licensing.

A4

Answer: B

Explanation: The Search Head provides the user interface for search, visualization, and alerting. It does not store
or index data but retrieves results from the Indexers.

A5:

Answer: A

Explanation: The Deployment Server is used to centrally manage and deploy configurations and apps to multiple
forwarders, especially useful in large-scale environments.

AG:

Answer: B

Explanation: Unlike Universal Forwarders, Heavy Forwarders can parse, filter, and route data before forwarding it
to the Indexer, offering more flexibility.

A7:

Answer: D

Explanation: The Cluster Master (also called Cluster Manager) coordinates replication between indexers,
monitors the health of the cluster, and ensures data is fully replicated.

A8:

Answer: C

Explanation: The Deployer is responsible for distributing configuration bundles and apps to all members of a
Search Head Cluster, ensuring consistent behavior.

A9:

Answer: A

Explanation: A Splunk Architect is responsible for designing scalable, secure, and fault-tolerant Splunk
environments, including forwarders, indexers, clustering, and user access.

A10:

Answer: B

Explanation: If a deployment repeatedly exceeds its daily indexing license, Splunk may disable search
functionality until the issue is resolved or the license is upgraded.

Project Requirements Practice Question

A1:

Answer: A

Explanation: Different data sources may require specific parsing rules, configurations, and Splunk add-ons.
Understanding the nature of incoming data ensures correct ingestion and normalization.

A2:

Answer: C

Explanation: Knowing projected data growth is essential for designing scalable architectures and purchasing an
appropriate Splunk license. Underestimating volume may lead to performance or cost issues.

A3:
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Answer: B

Explanation: Search frequency affects system load. Real-time or frequent scheduled searches require more
powerful resources on search heads and indexers to maintain performance.

A4:

Answer: C

Explanation: Power Users typically create visualizations, alerts, and dashboards. They use Splunk’s query and
visualization tools but don’t manage the platform itself.

A5:

Answer: D

Explanation: Retention policies determine how long data is stored in searchable states and when it is archived or
deleted. This is key to compliance with regulations like HIPAA.

AG:

Answer: A

Explanation: Anticipated growth in users, data sources, and data volume directly affects scalability planning.
Designing for growth avoids future bottlenecks or re-architecting.

A7

Answer: B

Explanation: HIPAA is a U.S. regulation requiring security and privacy protections for personal health information.
It directly impacts how Splunk stores and secures healthcare-related logs.

A8:

Answer: D

Explanation: Password encryption is a security implementation detail. It does not directly impact how user roles
or Splunk access levels are defined during requirement planning.

A9:

Answer: C

Explanation: Frozen data is no longer searchable and is either deleted or archived to external storage, depending
on the configuration.

A10:

Answer: B

Explanation: Infrequent searches like weekly reports impose a lighter load on search heads, allowing for more
modest infrastructure compared to high-frequency, real-time use cases.

Infrastructure Planning: Index Design Practice Question

A1:

Answer: A

Explanation: An index is a logical storage location where processed data is stored in buckets for later retrieval
during searches.

A2:

Answer: C

Explanation: The hot bucket is the active stage in Splunk’s indexing lifecycle where new incoming data is written.
A3:

Answer: D

Explanation: The indexes.conf file controls index-level settings such as data retention, max volume, and
bucket aging policies.

A4

Answer: C
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Explanation: The setting frozenTimePeriodInSecs defines the time in seconds before data is moved to
frozen state or deleted.

A5:

Answer: B

Explanation: Segmenting into indexes helps with access control, search efficiency, and audit compliance, but
indexing throughput depends more on hardware and ingestion pipelines, not logical segmentation.

AG:

Answer: A

Explanation: transforms.conf, used in combination with props.conf, can drop or route unwanted events
before they are indexed.

A7:

Answer: B

Explanation: Estimating volume helps with hardware sizing, cluster planning, and capacity forecasting.

A8:

Answer: D

Explanation: Splunk attaches fields like host, source, sourcetype, and timestamp to help with search filtering and
categorization.

A9:

Answer: C

Explanation: DMA improves search speed but consumes more disk space and CPU to maintain summary data.
A10:

Answer: B

Explanation: Acceleration should only be used when justified by query volume or dashboard performance needs.
It consumes additional system resources.

Infrastructure Planning: Resource Planning Practice Question

A1:

Answer: A

Explanation: Search Heads are primarily CPU-bound as they are responsible for executing searches, rendering
dashboards, and handling Ul queries. Multi-core CPUs help improve concurrency.

A2:

Answer: C

Explanation: Hot and warm buckets require high-speed read/write performance. SSDs (especially NVMe) are
strongly recommended to support fast indexing and search response times.

A3:

Answer: D

Explanation: Splunk recommends over 800 IOPS for production environments with high data volume to support
the disk throughput needs of indexers.

A4

Answer: B

Explanation: Splunk recommends at least 1 Gbps low-latency networks for clustered environments to handle
replication, search traffic, and inter-node communication efficiently.

A5:

Answer: C

Explanation: With a planning ratio of 1 indexer per 100—-300 GB/day, 900 GB/day would require at least 3
indexers to ensure capacity and performance.
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AG:

Answer: D

Explanation: Search Heads are CPU-bound. Multi-core processors are necessary to handle concurrent searches,
dashboard rendering, and scheduling.

AT:

Answer: A

Explanation: Cold buckets are rarely accessed, so slower, high-capacity disks like SATA HDDs are suitable to
reduce storage costs.

A8:

Answer: B

Explanation: The License Master does not handle heavy data processing and can run on a small VM in test or
non-critical environments.

A9:

Answer: C

Explanation: Search Head sizing depends on how many users are executing simultaneous searches. A common
guideline is 1 SH per 8-10 concurrent users.

A10:

Answer: D

Explanation: In production, these lightweight management components should run on separate virtual machines
with monitoring to isolate them from data-processing roles.

Clustering Overview Practice Question

A1:

Answer: A

Explanation: Indexer Clustering ensures that indexed data is replicated across multiple peer nodes to maintain
high availability and fault tolerance.

A2:

Answer: D

Explanation: The Cluster Master (also known as the Manager Node) manages replication, monitors node status,
and enforces cluster policies.

A3:

Answer: B

Explanation: The Replication Factor defines the total number of copies (including primary and replicated copies)
that should exist in the cluster. RF = 3 means three total copies.

A4.

Answer: C

Explanation: The Search Factor determines how many copies of data are made searchable (i.e., contain tsidx
files).

A5:

Answer: B

Explanation: A multisite indexer cluster spreads peer nodes across multiple sites or data centers, offering
geographic redundancy and disaster recovery.

AG:

Answer: A

Explanation: The Deployer is a management component used to push apps and configurations to Search Head
Cluster members.
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AT:

Answer: C

Explanation: Knowledge objects like saved searches, macros, lookups, alerts, and dashboards are synchronized
among Search Heads in a cluster.

A8:

Answer: D

Explanation: A higher replication factor increases the number of data copies, providing better fault tolerance and
resiliency in case of node failure.

A9:

Answer: B

Explanation: Indexer Clustering focuses on data replication, while Search Head Clustering ensures
synchronization of configurations and knowledge objects.

A10:

Answer: A

Explanation: Search Head Clustering provides redundancy and load distribution for search operations, ensuring
high availability.

Forwarder and Deployment Best Practices Practice Question

A1:

Answer: A

Explanation: The Universal Forwarder is a lightweight agent that collects and forwards data without parsing or
indexing. Parsing is handled by the indexer.

A2:

Answer: D

Explanation: The Heavy Forwarder is capable of parsing and transforming data before forwarding. It is used
when routing or data filtering is required at the source.

A3:

Answer: C

Explanation: Universal Forwarders are lightweight, use fewer resources, and are easier to deploy and maintain,
making them ideal for most use cases.

A4:

Answer: D

Explanation: The outputs.conf file specifies how and where data should be sent, including indexer IPs, ports,
and load-balancing configurations.

A5:

Answer: B

Explanation: The Deployment Server pushes apps and configuration files to deployment clients (usually Universal
Forwarders), allowing centralized management.

AG:

Answer: C

Explanation: A server class is a grouping of forwarders that share common configurations or apps distributed by
the Deployment Server.

AT:

Answer: A

Explanation: Heavy Forwarders are suited for complex tasks such as filtering, routing, or transforming data before
it reaches the indexer.
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A8:

Answer: C

Explanation: Enabling SSL/TLS in outputs.conf ensures encrypted communication between forwarders and
indexers, protecting sensitive log data in transit.

A9:

Answer: D

Explanation: Heavy Forwarders can parse and optionally index data before forwarding. If indexing is enabled, it
consumes license volume.

A10:

Answer: B

Explanation: Universal Forwarders perform round-robin or load-balanced forwarding when multiple indexers are
listed in outputs.conf.

Performance Monitoring and Tuning Practice Question

A1:

Answer: A

Explanation: The Monitoring Console (formerly Distributed Management Console) provides visual dashboards to
track system health and performance, including indexing and search metrics.

A2:

Answer: C

Explanation: metrics. log records stats on indexing pipelines, queue fill percentages, memory, and CPU usage
— useful for performance trend analysis.

A3:

Answer: B

Explanation: The typingQueue buffers events before field extraction and event-breaking. Backups here often
indicate performance issues in parsing.

A4:

Answer: D

Explanation: Poorly written searches (e.g., search *)result in long search runtimes and increased load on
Search Heads and Indexers.

A5:

Answer: C

Explanation: Efficient SPL begins by filtering early with indexed fields. This reduces the amount of data
processed and speeds up searches.

AG:

Answer: D

Explanation: Real-time searches consume system resources continuously and should be limited or replaced with
scheduled alternatives where possible.

AT:

Answer: C

Explanation: The Search Job Inspector shows detailed timings and resource usage by phase (e.g., dispatch,
map-reduce, fetch), helping locate bottlenecks.

A8:

Answer: B

Explanation: 1imits.conf controls performance-related parameters such as search concurrency, result limits,
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and memory thresholds for searches.

A9:

Answer: A

Explanation: Since Search Heads are CPU-bound, high CPU usage can slow down Ul performance and search
response times.

A10:

Answer: D

Explanation: DMA improves search performance but increases CPU and storage usage. Only enable where
needed and monitor its impact using the Monitoring Console.

Splunk Troubleshooting Methods and Tools Practice Question

A1:

Answer: A

Explanation: btool is used to display the final, merged view of a configuration file after combining inputs from all
system/app/local layers. It helps detect misconfigurations.

A2:

Answer: C

Explanation: scheduler . log records all information about scheduled searches, including whether they ran,
were skipped, or failed.

A3:

Answer: D

Explanation: Delayed or blocked indexing queues combined with slow searches indicate resource constraints or
misconfiguration.

A4.

Answer: B

Explanation: splunk diag collects logs, config files, system info, and compresses them for support analysis.
A5:

Answer: C

Explanation: /services/search/jobs exposes metadata about search jobs such as status, owner, and
execution details.

AG:

Answer: A

Explanation: splunkd. log is the main operational log and contains information about errors, ingestion, and
component issues.

A7:

Answer: D

Explanation: --debug reveals the full path and precedence of each props.conf setting, helping locate overrides
or conflicts.

A8:

Answer: B

Explanation: The Monitoring Console provides dashboards that visualize skipped searches, CPU load, and other
performance indicators.

A9:

Answer: C

Explanation: A oneshot search is executed immediately and is useful for testing SPL without waiting in the



AAAdemy | https://www.aaademy.com

scheduled queue.

A10:

Answer: D

Explanation: dispatch. log records details on the search execution plan, including phases, timings, and
potential errors during execution.

Clarifying the Problem Practice Question

A1:

Answer: A

Explanation: If one user can see a dashboard and another can't, it may be due to permissions, app context, or
object sharing. Clarifying the user's role and app context is critical.

A2:

Answer: C

Explanation: Understanding the symptom means identifying the exact behavior — like delayed data, failed
searches, or missing logs.

A3:

Answer: B

Explanation: Knowing if the problem started after a known change helps narrow down the cause, especially with
timing-sensitive issues.

A4:

Answer: C

Explanation: Knowing where in the Splunk architecture the problem originates (search head, indexer, forwarder)
helps narrow investigation scope.

A5:

Answer: D

Explanation: The scheduler. log records the execution of scheduled alerts and saved searches, including
skipped or failed ones.

AG:

Answer: A

Explanation: A common reason dashboards show no data is a mismatched or expired time range token, while the
manual search uses the current time.

AT:

Answer: C

Explanation: If expected logs are not showing up despite a healthy forwarder, it may be a data input
misconfiguration or a network/port problem.

A8:

Answer: B

Explanation: splunk list monitor shows all files that the forwarder is actively monitoring, helping confirm
whether inputs.conf is working.

A9:

Answer: D

Explanation: A classic sign of indexing delay is when data shows up minutes or hours after it was generated,
often due to blocked queues or resource bottlenecks.

A10:

Answer: B
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Explanation: Configuration changes like props.conf only take effect after a restart or rolling-restart in a search
head cluster.

Licensing and Crash Problems Practice Question

A1:

Answer: A

Explanation: If you exceed your licensed volume on 3 or more days in a 30-day window, Splunk disables all
search functions until the violation is resolved or reset.

A2:

Answer: C

Explanation: The License Master is the central node responsible for monitoring license usage and managing
license pools across the deployment.

A3:

Answer: D

Explanation: If a Heavy Forwarder indexes and also forwards data, it results in the same data being counted
twice against the license limit.

A4.

Answer: B

Explanation: If slave nodes can't reach the License Master, they may enter standalone license mode, which can
lead to search functionality being restricted.

A5:

Answer: C

Explanation: Stacking licenses combines the indexing volume of multiple license files, effectively increasing the
total daily allowance.

AG:

Answer: C

Explanation: If the system runs out of available file descriptors due to too many open files or sockets, Splunk
processes may crash or fail to operate properly.

A7:

Answer: B

Explanation: A corrupted or incompatible app can cause Splunk to crash. Disabling or removing the app and
restarting the service is a standard recovery step.

A8:

Answer: A

Explanation: Crash diagnostics, including memory dumps and stack traces, are stored in

SSPLUNK_HOME /var/run/splunk/crash/ for post-mortem analysis.

A9:

Answer: D

Explanation: splunkd. log contains detailed operational events, including service startup issues and fatal errors
that may indicate why Splunk crashed.

A10:

Answer: B

Explanation: To prevent apps on Heavy Forwarders from indexing data locally, use index=none and configure
the HF to forward-only mode.
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Configuration Problems Practice Question

A1:

Answer: A

Explanation: If a stanza is misnamed or placed in the wrong .conf file (e.g., [ sourcetype::]in
inputs.conf), Splunk will ignore it without error.

A2:

Answer: D

Explanation: transforms.conf defines routing, field extractions, and filtering. It works with props.conf through
settings like TRANSFORMS- and REPORT-.

A3:

Answer: C

Explanation: system/local has the highest precedence in Splunk’s configuration hierarchy, overriding
app-level and default settings.

A4

Answer: A

Explanation: Local folders override default folders. If another app has a higher-precedence setting in local, the
changes in default are ignored.

A5:

Answer: A

Explanation: btool shows the final merged configuration, including where each setting came from and whether it
was overridden.

A6:

Answer: D

Explanation: server .conf contains settings related to system behavior such as clustering, SSL, and
instance-level configuration.

A7

Answer: B

Explanation: The deploy-server.log provides details on whether an app was successfully pushed to the
forwarder. Failures here can prevent data from flowing.

A8:

Answer: C

Explanation: Field extractions defined in props.conf must be linked to corresponding transforms.conf
entries using REPORT - settings.

A9:

Answer: A

Explanation: Syntax errors like missing equal signs or extra whitespace can break configs silently. Splunk may
ignore the setting without warning.

A10:

Answer: C

Explanation: The SHC Deployer is used to push app and configuration bundles (including props.conf) to all
search head cluster members.

Search Problems Practice Question
A1l:
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Answer: B

Explanation: Filtering on non-indexed fields (e.g., via where field=value) requires full event scanning, which
dramatically increases search load and runtime.

A2:

Answer: C

Explanation: Data models that are not accelerated must be rebuilt during each search, which significantly
increases dashboard latency.

A3:

Answer: B

Explanation: Timeouts often indicate search head resource exhaustion. Monitoring CPU and memory utilization is
a primary step in diagnosing performance-based failures.

A4:

Answer: D

Explanation: When knowledge objects (e.g., saved searches, lookups) are marked private, other users —
including those with valid roles — cannot access or use them.

A5:

Answer: A

Explanation: When indexers are unreachable, search heads may not receive all results, leading to partial or failed
searches.

AG:

Answer: A

Explanation: Indexed fields like index=, sourcetype=, and host= help Splunk filter events early, reducing
search scope and improving performance.

AT:

Answer: D

Explanation: The Job Inspector breaks down a search job into phases like parsing, dispatching, and finalization,
along with resource metrics.

A8:

Answer: C

Explanation: search. log provides detailed execution trace of a specific search job and is stored in the dispatch
directory under the search’s unique ID.

A9:

Answer: C

Explanation: The Monitoring Console provides dashboards that show real-time and historical search concurrency,
skipped jobs, and performance bottlenecks.

A10:

Answer: A

Explanation: If the SPL is correct and still returns no results, it's likely the user’s role lacks access to the
necessary indexes.

Deployment Problems Practice Question

A1:

Answer: A

Explanation: If the forwarder lacks a valid deploymentclient.conf file pointing to the correct Deployment

Server, it will not check in or receive updates.
A2:
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Answer: C

Explanation: The deploymentserver . log contains information about client check-ins, app deliveries, and
issues related to server class matching.

A3:

Answer: B

Explanation: A mismatch in the pass4SymmKey or cluster secret will prevent a node from successfully joining an
indexer cluster.

A4

Answer: C

Explanation: If the Replication Factor (RF) cannot be met due to unavailable peer nodes, errors occur, and data
redundancy is compromised.

A5:

Answer: A

Explanation: Improper folder structure under the Deployer’s shcluster/apps/ directory can result in failed or
partial deployments.

AG:

Answer: C

Explanation: Use splunk apply shcluster-bundle along with target and auth options to push
configurations to all Search Head Cluster members.

A7

Answer: D

Explanation: shclustering.log on both the deployer and SHC members logs replication issues, which can
explain discrepancies in knowledge object sync.

A8:

Answer: D

Explanation: splunkd. log is the primary log for operational events, startup behavior, and error tracking across
all Splunk components.

A9:

Answer: A

Explanation: If server class stanzas are incorrect or outdated, the clients may be excluded or misclassified,
causing them to not receive the intended updates.

A10:

Answer: B

Explanation: splunk list deploy-clients orthe Web Ul helps identify which clients are connected to the
Deployment Server and what apps they've received.

Large-scale Splunk Deployment Overview Practice Question

A1:

Answer: A

Explanation: Separating core roles onto dedicated nodes reduces CPU and memory contention, improves
performance, and makes it easier to manage and troubleshoot the environment.

A2:

Answer: B

Explanation: Hot and warm buckets contain recent data that is actively searched, so SSDs are recommended to
ensure low latency and high IOPS performance.
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A3:

Answer: C

Explanation: Search Head Clustering ensures high availability and can distribute search loads efficiently across
multiple SH nodes in environments with many users.

A4:

Answer: D

Explanation: Multi-site Indexer Clustering allows data to be replicated across data centers or geographic regions,
ensuring redundancy and failover capability.

A5:

Answer: C

Explanation: Cold buckets store older but still searchable data. Frozen data is not searchable. The question
refers to "infrequently accessed" data, best fitting cold tier.

AG:

Answer: C

Explanation: A minimum of 3 SHC members is required to support a proper election process and ensure quorum
for high availability.

AT:

Answer: D

Explanation: The Deployer is used to push apps and configuration changes to Search Head Cluster members
using the apply shcluster-bundle command.

A8:

Answer: B

Explanation: Tiering helps control costs and maintain performance by storing frequently accessed data on fast
storage and aging out less-accessed data.

A9:

Answer: C

Explanation: Deployment Servers are used to manage configuration deployment to Universal and some Heavy
Forwarders through server classes.

A10:

Answer: C

Explanation: Site-aware RF and SF values allow tuning for replication and search capabilities per location,
improving fault tolerance and efficiency.

Single-site Indexer Cluster Practice Question

A1:

Answer: A

Explanation: Single-site clusters are easier to manage because all indexers are co-located, avoiding multi-site
replication complexity.

A2:

Answer: B

Explanation: The Cluster Master manages bucket replication, peer health, and ensures RF and SF policies are
enforced across the cluster.

A3:

Answer: C

Explanation: With RF=3, each indexed event is stored on 3 separate indexers to meet redundancy requirements.
A4:
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Answer: D

Explanation: Without geographic separation, site-wide failures can cause total data loss or service disruption.
AS:

Answer: A

Explanation: If you require high availability across sites or disaster recovery, multi-site clustering is preferred.
A6:

Answer: B

Explanation: Single-site clusters do not require multisite=true. This is only needed for multi-site deployments.
AT:

Answer: C

Explanation: Since all peers are in one location, there's no site-level failover, making it vulnerable to regional
outages.

A8:

Answer: A

Explanation: The cluster master will detect the issue and redistribute buckets to maintain redundancy as per the
RF setting.

A9:

Answer: C

Explanation: A single-site cluster assumes a stable, low-latency network since all nodes are in the same data
center.

A10:

Answer: C

Explanation: The Cluster Master (Manager Node) manages peer health, bucket replication, and ensures RF/SF
policies are upheld.

Multisite Indexer Cluster Practice Question

A1:

Answer: A

Explanation: The setting means Splunk should store 2 copies of the data at the originating site and 4 total copies
across the cluster. This supports site-level resilience and distributed availability.

A2:

Answer: C

Explanation: Search factor controls the number of searchable copies (with tsidx files), ensuring users can
continue searching data even if a site goes down.

A3:

Answer: A

Explanation: In a multisite cluster, site-aware replication and search factors must be configured so the system
knows how to distribute and access data across sites.

A4

Answer: D

Explanation: Search heads in a multisite cluster are responsible for running distributed searches across local and
remote indexers in different sites.

A5:

Answer: B

Explanation: Incorrect site configuration can cause issues like replication imbalance or insufficient searchable
copies, especially during partial site failures.
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AG:

Answer: B

Explanation: The site assignment and cluster-related settings (e.g., site, multisite,

site_replication_factor) are configuredin server.conf.

AT:

Answer: D

Explanation: Multisite clustering is ideal for organizations with geographically distributed infrastructure that need
cross-site disaster recovery and redundancy.

A8:

Answer: A

Explanation: If replication and search factors are still satisfied using indexers from the remaining sites, Splunk
maintains search availability even when a site is down.

A9:

Answer: B

Explanation: Since replication and search traffic occurs across sites, high-speed, low-latency network links
(preferably 10 Gbps) are essential for performance.

A10:

Answer: A

Explanation: The manager node must be able to reach and coordinate all peers across sites; a site outage
affecting the manager can impact cluster control and recovery.

Indexer Cluster Management and Administration Practice Question

A1:

Answer: C

Explanation: The Manager Node is responsible for generating and pushing configuration bundles to all peer
nodes in the indexer cluster.

A2:

Answer: B

Explanation: The command splunk show cluster-status provides a summary of peer status, searchable
copies, replication health, and other cluster diagnostics.

A3:

Answer: A

Explanation: A rolling restart restarts one peer at a time so the cluster remains available and continues serving
searches/indexing.

A4:

Answer: D

Explanation: Fix-up tasks are used by the manager to restore replication and search factors when peers go down
or data becomes under-replicated.

A5:

Answer: A

Explanation: The generation ID identifies the current configuration bundle version applied across the cluster.
Mismatches can indicate outdated peers.

AG:

Answer: B

Explanation: A peer in Detention has been isolated because it failed replication or consistency checks, protecting
the cluster from bad data states.
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A7:

Answer: C

Explanation: splunk validate cluster-bundle checks for syntax or packaging errors before the bundle is
pushed to peers.

A8:

Answer: B

Explanation: If peers fail to rejoin after maintenance, the issue is often cluster label mismatch, connectivity
problems, or secret mismatch.

A9:

Answer: D

Explanation: The manager node’s main job is coordination and control, not data processing, so it can usually run
on a smaller VM.

A10:

Answer: A

Explanation: This message means the cluster doesn’t currently have enough searchable bucket copies to meet
the configured search factor.

Search Head Cluster Practice Question

A1:

Answer: B

Explanation: Search Head Clustering provides high availability for search operations by distributing knowledge
objects and allowing searches to continue if one SH fails.

A2:

Answer: C

Explanation: The captain coordinates job scheduling, artifact replication, and other management tasks within the
Search Head Cluster.

A3:

Answer: B

Explanation: A minimum of 3 members is recommended to maintain quorum and support captain election in case
one node fails.

A4

Answer: D

Explanation: The deployer is responsible for pushing apps and configuration bundles to all cluster members,
ensuring consistency across the SHC.

A5:

Answer: C

Explanation: Search Head Clustering replicates dashboards, alerts, reports, and other knowledge objects — not
indexed data.

AG:

Answer: A

Explanation: Without a deployer, apps and configuration changes cannot be consistently pushed to all SHC
members.

A7:

Answer: B

Explanation: The captain handles the coordination of scheduled searches and workload distribution across the
cluster.
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A8:

Answer: C

Explanation: A load balancer ensures users are evenly distributed across SHC members and can continue to
access the cluster if one node becomes unavailable.

A9:

Answer: D

Explanation: In SHC, user-created knowledge objects are replicated across members through the captain and
raft-based mechanisms, maintaining consistency.

A10:

Answer: A

Explanation: SHC addresses search-tier high availability, while indexer clustering handles data-tier redundancy.
Both are needed for full resilience.

Search Head Cluster Management and Administration Practice Question

A1:

Answer: B

Explanation: The apply shcluster-bundle command is used on the deployer to distribute apps and
configuration bundles to all SHC members.

A2.

Answer: C

Explanation: The captain is the node responsible for coordinating scheduled searches and SHC management
tasks.

A3:

Answer: A

Explanation: Use splunk show shcluster-status to inspect captain status, member health, and replication
details in the cluster.

A4:

Answer: D

Explanation: A rolling restart keeps the cluster online while applying updates, minimizing downtime and
preserving search availability.

A5:

Answer: B

Explanation: If users see inconsistent dashboards across members, the issue is likely failed SHC replication or
captain/member sync problems.

AG:

Answer: C

Explanation: The deployer push updates app and config bundles; it does not replicate user-level knowledge
objects created at runtime.

A7

Answer: A

Explanation: Knowledge bundles transfer search-time knowledge like lookups and field extractions from the
search head to indexers during distributed search.

A8:

Answer: D

Explanation: This command removes the node from SHC membership state, typically used before reconfiguration
or reinstall.
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A9:

Answer: B

Explanation: A member in pending or manual detention may be waiting for proper join/initialization, often due to
config mismatch or captain sync issues.

A10:

Answer: C

Explanation: If a change is made locally on a member instead of through the deployer, it may be overwritten or
remain inconsistent across the cluster.

KV Store Collection and Lookup Management Practice Question

A1:

Answer: B

Explanation: KV Store is a MongoDB-based key-value database used by Splunk apps to store structured records
like lookups, workflow state, and dynamic content.

A2:

Answer: C

Explanation: KV Store is best for structured records that change over time, such as enrichment tables or small
application data stores.

A3:

Answer: D

Explanation: KV Store lookups are commonly defined in transforms.conf, where the lookup points to a
collection rather than a CSV file.

A4

Answer: A

Explanation: In SHC, KV Store data is replicated across members to keep application state and lookups
consistent.

A5:

Answer: B

Explanation: collections.conf is used to define KV Store collections, field types, and options such as
replication and access.

AG:

Answer: C

Explanation: If KV Store is unhealthy, lookups that depend on collections may fail or return incomplete results in
dashboards and searches.

A7:

Answer: A

Explanation: The outputlookup command can write search results into a KV Store-backed lookup, depending
on configuration and permissions.

A8:

Answer: D

Explanation: KV Store relies on an internal MongoDB process, which must be healthy for collections to work
correctly.

A9:

Answer: B

Explanation: KV Store is often chosen over CSV when you need mutable, app-backed, structured records for
lookups or dynamic content like lookup fields or dropdowns.
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A10:

Answer: B

Explanation: Access is typically restricted by the app context (which app owns the collection), and optionally by
exposing it via transforms.conf as a lookup.
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